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debug pimdense-modenexthop. . .. ....... ... ... ... . ... .. 1890
debug pimdense-modensm .. ....... ... .. ... . .. ... 1891
debug pimdense-modevif. . . . ... ... . L 1892
ippimdense-mode. . .. ... ... 1893
ippimdense-modepassive ... ... e 1894
ip pim dense-mode wrong-vif-suppression . .................. 1895
ip pim ext-srcs-directly-connected . . . .. ... ... L L 1896
ip pim hello-holdtime (PIM-DM) . . . . . .. ... ... . . . i .. 1897
ip pim hello-interval (PIM-DM) . . . . ... ... ... . i .. 1898
ip pim max-graft-retries . . . . ... ... ... 1899
ip pim neighbor-filter (PIM-DM) . . . . . ...... ... ... . ... ... 1901
ip pim propagation-delay . . . . ........ ... . . . . . . . oo, 1902
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ip pim state-refresh origination-interval . .................... 1903

service PAm . .. 1904
show debugging pimdense-mode . . .. ......... ... ... ... ... 1905
show ip pim dense-modeinterface . ....................... 1906
show ip pim dense-mode interfacedetail .................... 1908
showip pimdense-modemroute . ........................ 1909
show ip pim dense-mode neighbor . ... .................... 1910
show ip pim dense-mode neighbordetail .................... 1911
show ip pim dense-modenexthop . . . ........ ... ... ........ 1912
undebugall pimdense-mode . . ... ........ ... .. . . ... ... .. 1913
PART 5: AccessandSecurity. . .. ..ot ittt ettt 1914
Chapter 37: IPv4 Hardware Access Control List (ACL) Commands .......... 1915
Introduction . ... ... e 1915
ACCESSGIOUP &« v v v e e e e e e e e e e e e e e e 1918
access-list (numbered hardware ACLforICMP) . .. .............. 1920
access-list (numbered hardware ACL for IP packets) . . .. .......... 1924
access-list (numbered hardware ACL for IP protocols) . . . . ......... 1927
access-list (numbered hardware ACL for MAC addresses) . ......... 1932
access-list (numbered hardware ACLforTCPorUDP) . . ... ........ 1935
access-list hardware (named hardware ACL) . . . .. .............. 1939
acl-groupipaddress . . . ... .. 1941
acl-groupip port . .. ... 1942
(acl-groupipportrange) . ... ... e 1943
commit (IPV4) . . .o e e 1945
ip(ip-host-group) . . . . . .o e 1946
(named hardware ACLentry forICMP) . . . ... ... .. ... .. ...... 1948
(named hardware ACL entry forIP packets) . .................. 1952
(named hardware ACL entry for IP protocols) .. ................ 1956
(named hardware ACL entry for MACaddresses) . .. ............. 1961
(named hardware ACL entry for TCPorUDP) ... ............... 1964
ShOW aCCeSS-groUP & . v v v v e e e e e 1968
show access-list (IPv4 Hardware ACLs) .. .................... 1969
show acl-groupipaddress . . ... ... ... ... 1971
showacl-groupipport . ........ .. . ... 1972
show interface access-group . . . . . . . oot i 1973
Chapter 38: IPv4 Software Access Control List (ACL)Commands . . . ........ 1974
Introduction . . . ... e 1974
access-listextended (named) .. ...... ... ... . . . . . ... 1977
access-list (extendednumbered) . . ... ... ... . o L. 1985
(access-list extended ICMPfilter) . .. ...... ... .. . . . . . . . . . ... 1988
(access-list extended IPfilter) .. ... ... ... .. .. . ... .. ... ... 1990
(access-list extended IP protocolfilter) . ..................... 1993
(access-list extended TCP UDPfilter) . . .. .. ... ... ... ... ..... 1997
access-liststandard (named) . . .. ... ... ... 2000
access-list (standard numbered) ... ...... ... .. .. . . .. 2002
(access-list standard namedfilter) .. .......... ... ... .. ... 2004
(access-list standard numberedfilter) . .. ....... ... ... ... ... 2006
clearipprefix-list . .. ... ... . . . . 2008
dOS .« e e 2009
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ipprefix-list . . .. ... . e 2012

maximum-access-list (deleted) . ......... ... ... .. . . . ... ... 2014
show access-list (IPv4 Software ACLs) . .. ....... ... ... ....... 2015
showdosinterface . . ... ... ... . . .. e 2017
showipaccess-list . ....... ... . . .. ... 2020
showipprefix-list . . ... ... .. . . . 2021
vty access-class (numbered) . .. ... ... oo L, 2022
Chapter 39: IPv6 Hardware Access Control List (ACL) Commands .......... 2023
Introduction . . . ... e 2023
acl-groupipvbaddress . ... ... e 2025
commit (IPv6) . . .. ... e 2026
IPV6 (IPV6-hoSt-group) . . . . o v ottt e e e 2027
ipv6 access-list (named IPv6 hardware ACL) . .................. 2029
ipvé traffic-filter . . . ... ... . . 2031
(named IPv6 hardware ACL: ICMPentry) ... .................. 2032
(named IPv6 hardware ACL: IPv6 packetentry) . ................ 2036
(named IPv6 hardware ACL: IP protocolentry) ... .............. 2039
(named IPv6 hardware ACL: TCP orUDPentry) . ... ............. 2044
show acl-groupipv6address. . . . ........ ... . ... . 2048
show ipv6 access-list (IPv6 Hardware ACLs) . .. ................ 2049
Chapter 40: IPv6 Software Access Control List (ACL)Commands . . . ........ 2050
Introduction . .. .. ... 2050
ipv6 access-listextended (named) ... ........ .. ... . . . ... ... 2052
ipv6 access-listextendedproto . . ......... ... . . . . ..., 2056
(ipv6 access-list extended IP protocolfilter) .. ................. 2059
(ipv6 access-list extended TCP UDPfilter) . . . . ... ... ... ...... 2062
ipv6 access-liststandard (named) . . . . . ... .. ... ... ... 2064
(ipv6 access-list standardfilter) . ... ........ ... . ........... 2066
ipve prefix-list . . ... .. . e 2068
show ipv6 access-list (IPv6 Software ACLS) . ... ................ 2070
showipv6 prefix-list . .. ..... .. . . . .. . 2072
vty ipv6 access-class(named) . .......... ... . ... . .. ... 2073
Chapter 41: QoS and Policy-based RoutingCommands . . . . ............. 2074
Introduction . . . ... e 2074
Class .. 2076
Class-Map . . . .o e e e 2077
clear mls qos interface policer-counters. . . .. ................. 2078
default-action . . ... ... .. 2079
description (QoS policy-map) . . ........ ... ... . . 2080
egress-rate-limit . . . . ... 2081
egress-rate-limitoverhead . . . ....... ... ... o 2083
Match access-group . ... ..ottt 2084
Match COS . . . . o o e 2086
match dscp . . . . .o e 2087
match eth-formatprotocol . . . .......... ... ... .. ... ... .. .. 2088
matchinner-cos . . . . ... e 2091
matchinner-vlan . ... ... .. 2092
match ip-precedence . ... ... ... . . .. e 2093
matchmac-type . . . .. . . e 2094
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matchtcpflags . .. ... . 2095

matchvlan . . ... . . e 2096
MIS QOS COS & v v vt e e e e e e e 2097
misqosenable. . ... ... . . . e 2098
MIS QOS MAP COS-QUEUE . .« o v v e e e e et e e e e e e e e et e e 2099
misqosmap premark-dscp. . . . ... ... ... . . 2100
NOPOliICE . .. .. 2102
policesingle-rateaction. . . .. ... ... ... . . . . e 2103
policetwin-rateaction. . . . . . ... .. . ... 2105
policy-map . . . . . e 2107
priority-quUEeUe . . . . . e e 2108
remark-Map . . ... e 2109
FEMaArk NEW-COS . . . et e e et e e e e 2111
service-policy input . . . ... 2113
setipnext-hop (PBR) . . . . .. ... e 2114
showclass-map . . ... . i e 2116
ShowmIs oS . . .o oot 2117
showmlsqosinterface . .......... .. .. . . ... . .. 2118
show mls qos interface policer-counters . . ................... 2121
show mls qos interface queue-counters . . ................... 2122
show mls qos interface storm-status . . . . .................... 2123
show mls qos Maps Cos-qUEUE . . . . . . oo it ittt e e 2124
show mls qos maps premark-dscp . .. .......... ... . ..., 2125
show platform classifier statistics utilization brief. . . . ... ......... 2126
showpolicy-map . . ... .. 2129
storm-action . . . ... e 2130
storm-downtime . . .. ... . 2131
storm-protection . . ... ... e e 2132
StOrM-Tate . . . e e e 2133
Storm-window . . . . . . e 2134
trustdscp . . oo e 2135
wrr-queue disablequeues . .. ... ... 2136
wrr-queue egress-rate-limitqueues . .. ... ... .. . o, 2137
wrr-queue weightqueues . . ... ... . .. e 2138
Chapter 42: 802.1XCommands .. ......ttttttttittcttt s 2139
Introduction . . ... ... . .. e 2139
dotIxaccounting . . . . . .ot 2141
dotlxauthentication. . . .. ... . .. . 2142
debugdotlix . .. ... e 2143
dotIx control-direction . . .. ... .. .. ... e 2144
dotTIXEap . . vttt e e e 2146
dotlxeapol-version . ........ ... . ..., 2147
dotlxinitializeinterface. . . . . .. ... .. .. .. . . . 2148
dotlxinitialize supplicant .. ... ..... ... ...... ... ... . .. ... 2149
dotIxkeytransmit . .. ... ... . . . . . e 2150
dotlxmax-auth-fail ............. ... ... ... ... .. .. ..... 2151
dotIxmax-reauth-req . . .. ... .. . . i 2153
dotlxport-control . ... ... ... .. . . ... e 2155
dotixtimeouttx-period. .. ... ... ... .. ... e 2157
showdebuggingdotix ... ....... .. ... ... . . . . 2159
ShowdotTX . . . oo e 2160
showdotIxdiagnostics . . .. ... ... . e 2163
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showdotixinterface. . . . . ... . o i i e 2165

show dot1x sessionstatistics . . .. ....... ..., 2167
show dotlx statisticsinterface. . . .. ....................... 2168
showdotIxsupplicant . ......... ... .. ... . . . . 2169
show dot1x supplicantinterface ................ ... ....... 2171
undebugdotTx ... ... .. 2173
Chapter 43: AuthenticationCommands . . . . . .. ... ittt it 2174
Introduction . . . ... e 2174
authauth-failvlan .. ...... ... ... ... .. ... ... .. ... .. ... 2178
authcritical . . . . ... 2180
auth dhcp-framed-ip-lease . . . . . . ... ... .. 2181
authdynamic-aclenable . ... ... ... .. ... ... ... ... .. .. . ... 2183
auth dynamic-vlan-creation ... ........ ... ... ... ... . . ... 2185
authguest-vlan . .. ... ... . . . 2188
authguest-vlanforward . . . .. ... ... ... ... ... . .. ... ... 2190
auth guest-vlan hw-forwarding . . ... ...................... 2192
authhost-mode . . . ... ... .. . . . . 2193
authlog . . . ..o 2195
auth max-supplicant . . . . ... ... . . . . 2197
auth multi-vlan-session . . . .. ... ... . . . . . e 2199
auth priority . . ..o e e 2200
auth profile(global) .. ........ ... ... .. .. . .. . . . ... ... 2202
auth profile (interface) . . . . . ... .. . 2203
auth reauthentication . . ......... ... ... .. ... . . . . . 2204
auth roaming disconnected . ... ........ ... ... ... ... . ..... 2205
authroamingenable. . . . ... ... . . . .. . e 2207
authsupplicant-ip . . ...... ... . . . . . . 2209
authsupplicant-mac . . . ... ... . . e 2211
auth timeout connect-timeout .. ............. ... . . .. ..., 2214
auth timeout quiet-period . ... ... ... ... . ... .. . . . e 2215
auth timeout reauth-period . .. ..... ... ... ... ... .. .. ..., 2216
auth timeout server-timeout . . . . . . ... .. ... e 2218
auth timeout supp-timeout ... ........ ... .. . . ... ... ... .. 2220
authtwo-stepenable .. ...... ... . . .. .. e 2221
authtwo-steporder ... ...... .. . . e 2224
auth-macaccounting . ... ... .. . ... e 2226
auth-macauthentication . . ....... ... .. ... ... ... .. ..... 2227
auth-macenable . . ... ... . . . . . 2228
auth-macmethod . . ... ... ... . . . .. e 2230
auth-macpassword . . ... ... . e e 2232
auth-macreauth-relearning .. ........... . ... .. . . . . . . .. 2233
auth-macstatic . ........ .. .. .. . . .. 2234
auth-macusername . .. .. ... .. ... ... e 2235
auth-webaccounting . ........ ... ... e 2236
auth-web authentication . .. .......... ... ... ... . . . . . . 2237
auth-webenable . ... ... ... . . . .. 2238
auth-webforward . ... ... ... . . ... 2240
auth-web idle-timeoutenable . . . .. ...... ... ... ... ... . ... 2243
auth-web idle-timeouttimeout . . ... ..... ... ... .. ... ....... 2244
auth-web max-auth-fail . .. ....... ... ... ... ... . ... ........ 2245
auth-webmethod . . ....... .. . . . .. e 2247
auth-web-server blocking-mode . .. ........ ... ... ... .. ... 2248
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auth-web-server dhcpipaddress . ... .......... .. ... .. ..... 2249

auth-web-serverdhcplease .. ... ... . ... .. .. ... .. . . . ... 2251
auth-web-server dhcp-wpad-option . . . . ... ... ... .. .. ..., 2252
auth-web-serverhost-name . . .. ... ... ... . o .. 2253
auth-web-serverintercept-port . . . .. ... .. ... . 2254
auth-web-serveripaddress . . . . ... ... ... e 2255
auth-web-serverpagelanguage . ........... ... .. . . .. .. ... 2256
auth-web-serverlogin-url . . . . ... ... .. 2257
auth-web-serverpagelogo . .......... ... .. . . . .. 2258
auth-web-server pagesub-title . ... ..... ... ... ... . . . . ... .. 2259
auth-web-server page sUCCesS-MEeSSAgEe . . . v v v v v vt e e 2260
auth-web-serverpagetitle . . . . ... ... ... .. . L 2261
auth-web-server page welcome-message . . .......... ... 2262
auth-web-server ping-pollenable ... .......... .. ... ....... 2263
auth-web-server ping-poll failcount . . . ..................... 2264
auth-web-server ping-pollinterval . . ... .................... 2265
auth-web-server ping-poll reauth-timer-refresh . ... ... ......... 2266
auth-web-server ping-poll timeout. . . . . ...... ... ... ... ..... 2267
auth-web-server ping-polltype . . . . .. ... ... 2268
auth-web-serverport . ...... ... ... .. ... 2270
auth-web-server redirect-delay-time ... .................... 2271
auth-web-serverredirect-url . . . . ... ... L 2272
auth-web-serversession-keep . . . . . ... ... o o o 2273
auth-web-serverssl. . . ... ... .. .. e 2274
auth-web-server sslintercept-port . . ... ......... .. .. ....... 2275
copy proxy-autoconfig-file . . . . ... ... .. .. ... . . .. ... 2276
copy web-auth-https-file . ... ......... ... .. ... ........... 2277
description (auth-profile) . . . .. ... .. .. . ... 2278
erase proxy-autoconfig-file. . . .. ... ... ... L L L L 2279
erase web-auth-https-file . . . . .. ... ... ... .. . . . . 2280
platform I3-vlan-hashing-algorithm . . ... ................... 2281
platform mac-vlan-hashing-algorithm. . . . . . ................. 2282
showauth .. ... . e 2283
showauthdiagnostics . . . . ....... ... . .. . . e 2285
showauthinterface ... ... ... ... ... .. . . .. . 2287
show auth sessionstatistics . . . .. ........ .. ... ... ... . . ..., 2289
show auth statisticsinterface . .. ......................... 2290
showauth supplicant ... ....... ... ... ... . . .. . . . . . .... 2291
show auth supplicantinterface . .......................... 2294
show auth two-step supplicantbrief . . . ... .................. 2295
show auth-web-server. . . . ... ... .. L 2297
show auth-web-serverpage ... ....... ... ... ... ... . .. . ... 2298
show proxy-autoconfig-file. . . . ... ... ... ... ... ... .. ..... 2299
Chapter 44: AAACOMMANAS . . .. vt ittt ittt et et etocaconsananens 2300
Introduction . . . ... .. 2300
aaaaccountingauth-mac. . ........... . ... . e 2302
aaaaccountingauth-web . . . . ... ... ... 2304
aaaaccountingcommands . . . . ... .. 2306
aaaaccountingdotlxX . .. ... ... 2308
aaaaccountinglogin. . .. ... .. . . e 2310
aaaaccountingupdate . ... ... e 2313
aaa authenticationauth-mac .. ......... . ... ... ... . ..., 2315
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aaa authenticationauth-web . ... ... .. ... ... ... ... .. ... ... 2317

aaa authenticationdotIx . . . . .. .. ... .. 2319
aaa authentication enable default group tacacs+ ... ............ 2321
aaa authentication enable defaultlocal . . ... .............. ... 2323
aaa authenticationlogin ... ..... .. ... . ... . . . 2324
aaa authorizationcommands . .. .......... ... ... ... . ..., 2326
aaa authorization config-commands. . . .. ................... 2328
AAAGIOUP SEIVEL  © . i v e e e e e e e e e e e e e e e e e e 2329
aaa local authentication attempts lockout-time.. . . . .. ........... 2331
aaa local authentication attempts max-fail . . . .. ............... 2332
aaaloginfail-delay . ....... ... .. . . . . . . . 2333
accountinglogin . . ... ... e 2334
authorizationcommands . . . . ... ... e 2335
clearaaalocaluserlockout . . . ......... ... .. .. . . . . 2337
debugaaa ........ .. ... 2338
loginauthentication . ... ....... ... ... . . . . . . . e 2339
ProXY-POrt . . o o e 2340
radius-SECUIe-ProXy @@ . « « v v v v v v e et e e et e 2341
server (radsecproXy-ada) . . . . v v v v v it e 2342
server mutual-authentication ... .......... ... ... .. ... . ... 2344
servername-check . .. ... ... ... e 2345
servertrustpoint . . .. ... e 2346
showaaalocaluserlocked . . ... ... ... ... ... .. ... .. .. ... 2348
show aaaservergroup . . ... ... ...t 2349
showdebuggingaaa. . ......... ... .. .. .. e 2350
show radius servergroup . . . . . . vttt 2351
undebugaaa . . ... ... e 2353
Chapter 45: RADIUSCommands. . ... .. .iv ittt ntneeconsosocnnsnns 2354
Introduction . .. .. .. 2354
auth radius send nas-identifier . ......... ... .. ... . ... . ... 2356
authradius send service-type . . ... ... ... ... ... 2357
clear radius dynamic-authorization counters . . ... ............. 2358
deadtime (RADIUS server group) . . . . oo v oo i it i e e e e e 2359
debugradius . . ... .. e 2360
group (radproxy) . . ..o v v i e e 2361
helpradius-attribute . . . . . ... ... . ... 2362
ipradiussource-interface . . . . ... .. ... L 2364
NAs (radProXy) . . o v v vt e e e e e e e 2365
ProxXy (radproXy) . . v v v vttt e e e e e 2366
proxyenable . . . ... e 2368
radius dynamic-authorization-client . . . . .. ...... ... ... ... ... 2370
radius-serverdeadtime . . ... ... ... . ... ... . 2371
radius-serverhost . . . . . .. . . 2372
radius-serverkey . .. ... .. e 2375
radius-Server ProXy-SeIVEr . . . . v v v v ittt e e e e e 2376
radius-serverretransmit . . . . .. ... 2377
radius-servertimeout . ... ... .. ... ... 2379
rule attribute (radproxy) . . . . . .. ... . 2381
rulerealm (radproxy) . . . . . .. e 2384
server (radproXy-group) . . . o v v v vt v e e e e e 2386
SErVer (radproXy) . v v v vt e e e e e e e 2388
server deadtime (radproxy) . . . . . .. 2390
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SEIVEr (SEIVEI groUP) .« v v v v v v e e e e e e e e e e e e 2391

server timeout (radproXy) . . . . v v vttt e e 2393
showdebuggingradius . . . ...... ... ... . 2394
showradius .. ... . . e 2395
show radius dynamic-authorizationcounters . . ... ............. 2398
show radius proxy-server . . .. ... 2400
show radius proxy-server group . . ... ... vttt 2401
show radius proxy-serverstatistics . . .. ........... ... 2402
show radius statistics . .. ....... ... ... .. 2404
source-interface (radproxy) . . . . . ... i e 2405
undebugradius . ... ... e 2406
Chapter 46: Local RADIUS ServerCommands .. ... ...t vvvvvennoenas 2407
Introduction . .. .. .. ... e 2407
attribute . . . .. 2409
authentication . . . . . ... . e 2411
client (radsecproXy-srv) . . .o v i i i e e e 2412
client mutual-authentication . ............... ... ... ...... 2414
clientname-check .. ....... . . . . . ... .. 2415
clienttrustpoint . . . . ... ... .. e 2416
clear radius local-server statistics . . .. .......... ... ... ...... 2417
copy fdb-radius-users (tofile) . ... ....... ... ... ... .. .. .... 2418
copy local-radius-user-db (fromfile) . ... .................... 2420
copy local-radius-user-db (tofile) . . . .. ... ... ... .. ... ... ... 2421
crypto pki enroll local (deleted) . . .. ... ... ... . ... .. ... .. 2422
crypto pki enroll local local-radius-all-users (deleted) . . ........... 2423
crypto pki enroll localuser (deleted) . . .. ...... ... ... ....... 2424
crypto pki exportlocalpem (deleted) ... ........ ... ... ... .... 2425
crypto pki export local pkcs12 (deleted) . ........ ... ... ...... 2426
crypto pki trustpoint local (deleted) . . .......... .. ... ... ... 2427
debugcryptopki(deleted) . .. ... ... ... 2428
domain-style . . . .. ... 2429
egress-vlan-id . . ... 2430
egress-vlan-name . . ... e 2432
GEOUP o v e e e e e e e e e e e e e e e 2434
DS v i e e e e e e e e e e e e e 2435
helpradius-attribute . . . . ... .. ... ... 2436
radius-secure-proxy local-server . ... ....... ... ... . .. . ... 2438
radius-serverlocal ... ... ... . . . . . .. e 2439
serverauth-port . . .. ... ... e 2440
serverenable. . . ... e e e 2441
show radius local-servergroup . ... ......... ... ... 2442
show radius local-servernas . . ........... ... ... . .. .. ..., 2443
show radius local-server statistics . . . .. ..................... 2444
show radius local-serveruser . .......... ... . . . .. 2445
user (RADIUS server) . . . ..o e e e e e 2447
vlan (RADIUS server) . . ...ttt e e e e e e 2449
Chapter 47: Public Key Infrastructure and CryptoCommands ............ 2450
Introduction . . . ... 2450
cryptokeygeneratersa . . . ... .. e 2451
caryptokey zeroize . ... .. e 2452
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crypto pkiauthenticate . . ....... ... ... .. .. 2453

cryptopkienroll . . .o 2454
cryptopkienrolluser ... ... . 2455
cryptopkiexportpem . . . .. e 2457
cryptopkiexport pkes12 . .. . . e 2458
cryptopkiimportpem . . . .. ... 2460
cryptopkiimportpkcs12 .. . . ... 2462
cryptopkitrustpoint . . . ... 2463
enrollment (ca-trustpoint) . . ... ... . ... .. 2464
fingerprint (ca-trustpoint) . . .... ... ... ... ... . e 2465
no crypto pkicertificate . . . . ... ... L 2467
rsakeypair (ca-trustpoint) . . ... ... .. ... e 2468
show crypto key mypubkeyrsa .. ....... ... ... . . . . .. 2469
show crypto pki certificates .. ............ ... ... ... . ..... 2470
show crypto pkienrollmentuser ... ......... .. ... ... . ..... 2472
show crypto pki trustpoint . . . .. ... .. ... . . . 2473
subject-name (ca-trustpoint) . . . . .. ... .. 2474
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Introduction . . . ... ... . . . e 2476
aaa authorizationcommands . ... .......... ... ... .. . ..., 2477
aaa authorization config-commands. . . . .................... 2479
authorizationcommands . . . ... ... ... L 2480
iptacacssource-interface . . . ... ... ... e 2482
ShOW tacacs+ . . . .o i e 2483
tacacs-serverhost. . . .. .. ... 2485
tacacs-serverkey . . ... e e 2487
tacacs-servertimeout . ... .. ... ... ... e 2488
Chapter 49: DHCP SnoopingCommands . .. ......ccovveteeeeocesnnes 2489
Introduction . ... ... e e 2489
ArPSECUNLY . . o e e 2491
arp security drop link-local-arps . . .. . ... ... ... . .. 2492
arpsecurityviolation. . ... ... .. L 2493
cleararp security statistics . . ... ... .. i 2495
clearip dhcp snoopingbinding . . .. ... ... ... .. .. 2496
clearip dhcp snooping statistics . .. ........... ... .. ... ... 2497
debugarpsecurity . . ... ... .. e 2498
debugipdhcpsnooping .. ...... .. ... 2499
ipdhcpsnooping . . .. ... .. e 2500
ip dhcp snoopingagent-option . . .. ..... ... . . e 2502
ip dhcp snooping agent-option allow-untrusted . . .. ............ 2503
ip dhcp snooping agent-option circuit-id vlantriplet ... .......... 2504
ip dhcp snooping agent-optionremote-id . . .. ....... ... ..., .. 2505
ipdhcp snoopingbinding .. ........ ... .. 2506
ipdhcp snoopingdatabase . ......... ... .. L. 2507
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ipdhcp snoopingviolation . . . . ... ... . L 2514

ipsourcebinding . . ... ... e 2515
servicedhcp-snooping . . . . . i e e 2517
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show ip dhcp snooping agent-option . . . .................... 2530
show ip dhcp snooping binding ... ....................... 2532
show ip dhcp snoopinginterface . . . . ...................... 2534
show ip dhcp snooping statistics . . .. ....... ... ... ... ... ... 2536
showipsourcebinding ... ...... ... ... ... . . . . . . . . . ... 2539
Chapter 50: OpenFlowCommands ... .......0ititetetecononsannes 2540
Introduction . .. .. .. 2540
openflow . .. ... 2541
openflowcontroller . ... ... ... ... .. .. .. . . ... . ... 2542
openflowdatapath-id . ... ....... . ... ... ... .. . . . . . . . ... 2544
openflowfailmode . . .. ... .. . . . ... e 2545
openflowinactivity . . .. ... ... ... ... 2547
openflownativevlan. . . . ... .. . . ... 2548
openflow ssl peer certificate . . . ........ ... ... . . . . . . . ... 2549
openflow ssltrustpoint . . ............. ... . ... . . .. . . ..., 2550
openflowversion . . ........ . . . .. e 2551
showopenflowconfig. . ........ ... ... ... ... . . ... . ..., 2552
showopenflowcoverage . . . . ... ... ... ... ... ... 2554
showopenflowflows . ......... .. ... ... ... . . . . . . . . . ... 2556
showopenflowrules . . . .. ... ... . . ... 2559
showopenflowssl .. ....... .. .. . .. . . . . . . 2561
showopenflowstatus . .. ....... ... ... 2562
PART 6: Network Availability . . . ............... ... .. 2565
Chapter 51: Virtual Chassis Stacking (VCStack™)Commands ............. 2566
Introduction . .. .. .. ... e 2566
clearcounterstack . . ... .. ... ... ... 2568
debugstack ... ... . ... 2569
delete stack-wideforce . ... ... ... . .. ... 2570
dirstack-wide . .. ... ... 2571
mac address-tablevecs-sync-mode . . ... L 2573
rebootrolling . ... ... ... 2574
reloadrolling . . . ... . e 2575
remote-command (deleted) . . ... ... ... . ... . . L. 2576
remote-login . . . ... e 2577
showcounterstack . . .. ... ... . .. L e 2578
showdebuggingstack . ......... ... ... ... ... .. ... 2582
show running-configstack . ... ....... ... ... . . . . ... 2583
show provisioning (stack) . . . . . ... .. ... 2584
showstack . ... ... e 2585
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showstackdetail . ... ... .. .. . .. .. e 2587

show stack resiliencylink . .. ....... ... .. .. .. .. . . . . . . . 2591
stack disabled-master-monitoring . . ... ....... ... ... . . . ..., 2593
stackenable . .. ... 2594
stack managementsubnet . . .. ... ... 2596
stackmanagementvlan. ... ... ... L L L 2597
StaCK Priority . . o oo e e e e e 2598
stackrenumber . ... 2599
stackrenumbercascade. . ... ... ... . 2600
stackresiliencylink . . .. ... . . 2602
stack software-auto-synchronize . .. ... ... ... ... .. ... ... ..., 2604
stack virtual-chassis-id . . . . ....... .. ... . . . 2605
stackvirtual-mac . ... .. . . 2606
switch provision(stack) .. ... ... ... ... .. .. ... . . . . ... 2607
switchportresiliencylink ... ....... ... ... ... .. . .. . . . ... 2609
vlanmode stack-local-vlan . . . ... ... ..o o 2610
undebugstack. . . .. ... e 2612
Chapter 52: VRRPCommands . .......uoveeeerosenocsossnscnnsss 2613
Introduction . .. .. .. ... 2613
advertisement-interval . . ... ... ... 2615
alternate-checksum-mode . . . ... ... ... .. 2617
circuit-failover . . . . . . 2618
debugvrrp . .. e 2620
debugvrrpevents . . ... ... 2621
debugvrrppacket . ... .. .. .. e 2622
disable (VRRP) . . . . . e e 2623
enable (VRRP) . . .. i e 2624
preempt-mode . . ... e 2625
PNty . . o e e e 2627
routeripvé vrrp (interface) . . ... ... .. . . 2629
routervrrp (interface) . ... ... ... .. e 2631
showdebuggingvrrp . .. ... 2633
show running-config routeripvévrrp . .. ... ... ... . ... 2634
show running-configroutervrrp . .. ......... ... ... ..., 2635
SHOW VITP . . e e e e 2636
ShOW VITP COUNtErS . . . . o oo e e e e e 2638
SNOW VITPIPVE . . . o e 2641
show vrrp (session) . . . . . . . . i e 2642
transition-mode . . . . ... 2644
undebug virp ... e 2646
undebugvrrpevents. . . . ... 2647
undebugvrrppacket ... ... L 2648
virtual-ip .. e 2649
Virtual-ipvl . . . e 2651
VITPVIMAC © . v e e e e e e e e e e e e e e e e et e e e e e e 2653
Chapter 53: Ethernet Protection Switched Ring (EPSRing™) Commands ... ... 2654
Introduction . ... ... e e 2654
debugepsr . ... e 2656
= 1 2657
epsrconfiguration . . ... ... e 2659
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epsrdatavlan. . .. ... 2660

epsrenhancedrecoveryenable .. ... ... ... .. ... . . . . 2661
epsrflush-type. . . .. ... . e 2662
epsr mode master controlvlan primaryport . .. ...... ... . ... ... 2664
epsrmode transitcontrolvlan . .. ... .. ... .. o 2665
EPSI POty . . e e 2666
EPSrState . . e e e e e e 2667
epsrtopology-change . . . . .. ... ... 2668
<] o 1 g0 1 =1 o2 2669
showdebuggingepsr . . ...... .. . ... 2670
SHOW EPSI . . o o e e e 2671
show epsrcommonsegments . . . ... ..ot 2676
showepsrconfig-check . .. ....... ... ... ... ... . . .. .. . ... 2677
show epsr <epsr-instance> . . . . . ... ... .. .. e 2678
show epsr <epsr-instance>counters . ... ......... ..., 2679
ShOW €pPSICOUNtErS . . . . . o ot e e e e e 2680
SHOW ePSrSUMmMary . . . ..ot e e 2681
undebugepsr . . ... 2682
Chapter 54: G.8032 Ethernet Ring Protection SwitchingCommands ........ 2683
Introduction . .. .. ... 2683
cfm-sf-notify . .. ... .. .. . 2685
clearg8032 erp-instance . ... ... e 2687
clear g8032 erp-instance statistics . . ............ .. ... .. ..., 2689
data-traffic . ... ... . . . . 2690
debugg8032 . . . ot i 2692
enable (g8032-profile) . . .. ... ... . ... . 2693
epsrtopology-change . . . ... ... . .. 2694
erp-inStance . . . . . .. e e 2695
g8032erp-instance . . . . . . .. e e 2696
g8032 forced-switch erp-instance . ... ........... ... ....... 2698
g8032 manual-switch erp-instance . . . .. .................... 2700
g8032 physical-ring . .. ...... . . ... 2701
g8032profile . . . ... .. . e 2703
level (8032-switch) . .. ... ... . i e 2704
physical-ring . . . .. .. . 2705
profilename . . ... ... .. 2706
raps-channel . . . ... . .. 2707
SEIVICEONM . . . e e e e e e e e e 2708
rplrole . . ... e 2709
showdebuggingg8032 . . . ... ... . .. ... 2711
showg8032erp-instance . . . . ... .. it e 2712
show g8032 erp-instance statistics . . . .. .................... 2717
show g8032 physical-ring. . .. ... ... ... .. 2719
showg8032profile . . .. ... .. . . e 2721
SUD-MING . . o e e 2723
timer (g8032-profile) . . . . ... ... . 2724
topology-change . . ... ... . . . .. e 2726
trap (g8032-switch) . . . . .. .. ... e 2728
undebug g8032 . . . . .. 2729
PART 7: NetworkManagement . . ... .. ...ttt ittt noronennnsnas 2730
C613-50482-01 Rev A Command Reference for x510 Series 39

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



Chapter 55: Allied Telesis Management Framework™ (AMF) Commands. . . . . . 2731
Introduction . . ... ... . . . e 2731
application-proxyip-filter. . . . .. .. ... . 2737
application-proxy quarantine-vlan . . . . ... ... ... .. .. 2738
application-proxy redirect-url . . . ... ... ... 2739
application-proxy threat-protection . . ... ................... 2740
application-proxy threat-protection send-summary . . . .. ......... 2741
application-proxy whitelist advertised-address . . . . ... .......... 2742
application-proxy whitelistenable . . . .. ... ... ... ... .. 2743
application-proxy whitelist protectiontls. . . . ................. 2744
application-proxy whitelistserver . . ... ..... ... ... .. . . . . ... 2745
application-proxy whitelist trustpoint (deprecated) .. ............ 2747
area-link . . .. e 2748
atmf-arealink . . . ... ... . . . 2750
atmf-link . ... 2752
atmfarea . ... ... e 2753
atmfareapassword . . ... ... .. 2755
atmfauthorize . . . . . .. ... .. .. . 2757
atmf authorize provision . ... ......... ... . . ... . . .. . . ... 2759
atmfbackup . ... ... . 2761
atmf backup area-mastersdelete . . . ... .. ... ... o, 2762
atmf backup area-mastersenable . .............. ... ... ..., 2763
atmf backup area-mastersnow . . . ... .. .. e 2764
atmf backup area-masters synchronize . ... .................. 2765
atmf backup bandwidth . ... .......... ... ... .. .. .. ..... 2766
atmfbackupdelete. . .. ... ... . . ... 2767
atmfbackupenable ... ..... ... . . . ... 2768
atmfbackupguestsdelete . . . ..... .. .. ... . ... . .. 2769
atmf backupguestsenable. . ... ...... ... ... ... ... ... .. ... 2770
atmfbackupguestsnow . ............ ... ... ... 2771
atmf backup guests synchronize . ... ........ ... ... .. . .. ... 2772
atmfbackupnow . . ... ... .. 2773
atmf backup redundancyenable . ... ... ... ... ... . .. 2775
atmfbackupserver . . ... ... .. 2776
atmfbackupstop . . ... .. o 2778
atmf backup synchronize . . . . ... ... ... .. .. ... 2779
atmfcleanup . . . . .. .. 2780
atmfcontainer . . ... ... . . e 2781
atmfcontainerlogin . .. ... ... . . ... 2782
atmfcontroller. . . .. ... ... . ... 2783
atmf distribute firmware . ... .. ... ... ... .. 2784
atmfdomainvlan . .. ... ... ... . ... 2786
atmfenable . .. ... ... .. . ... . 2789
atmf group (membership) ... ... ... . . ... . 2790
atmfguest-class . . . . ... e 2792
atmflog-verbose . .. ... ... . ... .. 2794
atmf managementsubnet .. .......... .. .. ... . . ... . ... 2795
atmfmanagementvlan . . ....... ... . ... .. .. . 2798
atmfmaster ... ... ... 2800
atmfmtu ... e 2801
atmfnetwork-name . . ... ... . 2802
atmf provision (interface) . . . . ... ... ... 2803
atmfprovisionnode . . ..... ... ... e 2804
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atmfreboot-rolling . . . .. ... ... .. 2806

atmfrecover . ... ... .. e 2810
atmfrecoverguest . . ... . . . e 2812
atmfrecoverled-off ... ... ... .. . . ... 2813
atmfrecoverover-eth . . ... ... ... . ... .. .. 2814
atMfreCOVEIY-SEIVEr . . . . ot e e e e e e 2815
atmfremote-login . ........ ... ... ... . ... 2817
atmfrestricted-login . . . . ... . ... ... . 2819
atmfretryguest-link . . ...... ... .. ... 2821
atmfsecure-mode . ... ... e 2822
atmf secure-mode certificateexpire . . ... ... ... . o .. 2824
atmf secure-mode certificateexpiry . .. ... ... L. 2825
atmf secure-mode certificaterenew . . . ... ... ... . L. 2826
atmf secure-modeenable-all . ......... ... ... .. ... .. .. ... 2827
atmfselect-area . . . . .. . ... L 2829
atmftopology-guienable ... ..... .. ... ... .. . . .. 2830
atmftrustpoint . . ... ... .. e 2831
atmfvirtual-crosslink . . .. ... . ... .. . . ., 2833
atmfvirtual-link . .. ... ... ... . 2835
atmf virtual-link description . . . ... ... ... 2838
atmfvirtual-link protection . . . .. ...... ... ... ... .. . ... ... .. 2839
atmfworking-set . .. ... .. . . e 2841
bridge-group. . . . . . . e 2843
clear application-proxy threat-protection . ................... 2844
clearatmflinks. . . ... ... .. ... 2845
clearatmflinksvirtual . ... ... ... ... ... . ... .. ... . . ..., 2846
clear atmf links statistics . .. ......... ... .. .. . . . ... 2847
clearatmfrecovery-file . ... ... ... . . ... . .. 2848
clear atmf secure-mode certificates . . .. ... ... ..o L. 2849
clear atmf secure-mode statistics . . . . .......... ... ... ... 2850
clone (amf-provision) . . .... ... . . ... 2851
configure boot config (@amf-provision) . . . . ................... 2853
configure boot system (amf-provision) . ..................... 2855
copy (@mf-provision) . . . . ... 2857
create (@amf-provision) . . . ... .. . 2858
debugatmf. ... ... .. 2860
debugatmfpacket . . ... ... ... .. . ... 2862
delete (amf-provision) . . . . ... ... . . e 2865
AiSCOVEIY . oot e e e 2867
description (amf-container) . ..... ... .. ... . . .. . . . . . 2869
erasefactory-default . . . . ... .. ... . ... 2870
http-enable . . . . .. ... e 2871
identity (amf-provision) . . . .. ... ... ... 2873
license-cert (amf-provision) . .......... ... . . . . . . . ... 2875
locate (amf-provision) . . .. ... ... ... 2877
logevent-host . . . . ... e 2879
login-fallbackenable . . . .. ... ... ... ... 2880
modeltype . . . ... 2881
service atmf-application-proxy . ............ ... . . ... . ..., 2882
show application-proxy threat-protection . . ... ............... 2883
show application-proxy whitelist advertised-address . . .. ......... 2885
show application-proxy whitelistinterface . . . . . ............... 2886
show application-proxy whitelistserver. . . . .. ................ 2888
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show application-proxy whitelist supplicant . . . . ............... 2889

showatmf .. ... .. e 2891
showatmfarea . ... ....... ... .. .. i 2895
showatmfareaguests. . . ... ... .. .. e 2898
show atmfareaquests-detail ................ ... ......... 2900
showatmfareanodes . .. ... ... ... .. . . . ... . 2902
show atmfareanodes-detail . . ........................... 2904
showatmfareasummary . . ........... ... . 2906
show atmf authorization . .............................. 2907
showatmfbackup ... ...... ... . . . . ... 2910
showatmfbackuparea ... ........ ... ... .. .. . . . . . .., 2914
show atmfbackupguest .. ...... ... ... ... . ... . . ... .. ... 2916
showatmfcontainer . . .. ...... ... .. ... . . ... 2918
showatmfdetail ............ .. .. ... .. .. . .. . . . ... 2921
showatmfgroup . ........ ... . ... e 2923
showatmfgroupmembers ... ... ... ... ... ... .. . . . . . ..., 2925
showatmfguests . . . ... .. . . . . e 2927
showatmfguestsdetail . .. ........ ... ... ... ... ... . .. ..., 2929
showatmflinks ... ..... ... ... ... .. . . . . ... 2932
showatmflinksdetail .. ......... ... ... .. .. ... ... .. .... 2934
showatmflinksguest . ... ...... ... ... . . ... . ... . ..., 2943
show atmflinksquestdetail . ... ......... ... ... ... . ..... 2945
show atmf links statistics . . ......... ... ... ... .. . . . .. ... 2949
showatmfnodes .. ..... ... .. .. . . ... . . .. 2952
show atmf provisionnodes. . . .. ... .. ... .. e 2954
show atmfrecovery-file . .. ... ... ... ... .. ... . . . ... ..., 2956
show atmfsecure-mode . ........... ... . . .. .. ... 2957
show atmf secure-modeaudit . . .. ......... ... ... ... ... ... 2959
show atmf secure-mode auditlink . . ... .................... 2960
show atmf secure-mode certificates . . .. .................... 2961
showatmfsecure-modesa . .. ............ ... 2964
show atmf secure-mode statistics ... ...................... 2967
showatmftech ... ... ... ... . .. . . . . . . . 2969
show atmfvirtual-links . .. ........ . ... ... .. . . 2972
show atmfworking-set . . ........ .. .. . ... ..., 2974
showdebuggingatmf . . ...... ... ... ... .. 2975
show debuggingatmfpacket . . ... ...... ... ... ... .. ..... 2976
show running-configatmf . .. ... ... ... ... .. . . ... 2977
State . . e e 2978
switchportatmf-agentlink . .. ...... ... ... .. ... ... ... ... 2980
switchportatmf-arealink . ... ..... ... ... ... ... ... .. .... 2981
switchportatmf-crosslink . . .. ..... ... .. ... ... ... ... ..., 2983
switchportatmf-guestlink ... ........................... 2985
switchportatmf-link . .. ....... ... ... ... .. ... .. ... . ..., 2987
typeatmfguest . . ... .. .. .. 2988
typeatmfnode ... ... .. ... .. 2989
undebugatmf . . . ... 2991
USEINAME & . o it et et e e e e e e e e e e e e 2992
Chapter 56: Dynamic Host Configuration Protocol (DHCP) Commands . . . .. .. 2993
Introduction . . . ... e 2993
bootfile . ... ... . . . . e 2995
clearipdhcpbinding . ........ .. . . ... 2996
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default-router . . .. ... . e 2997

ANS-SEIVEI . . o ot e e e e e 2998
domain-name . . ... ... e 2999
host (DHCP) . . . . e e e 3000
ipaddressdhcp . . ... ... e 3001
ipdhcp bootpignore .. ... ... .. . ... .. . 3003
ipdhcpleasequeryenable . ... ... ... . ... . . 3004
ipdhcpoption . . ... ... . . . . . e 3005
ipdhcp pool . ... e 3007
ip dhcp-client default-route distance . .. .................... 3008
ip dhcp-client request vendor-identifying-specific . . . . ........... 3010
ip dhcp-client vendor-identifying-class . . .. .................. 3011
ipdhcp-relayagent-option . . . . ... ... ... . . . . e 3012
ip dhcp-relay agent-optionchecking . . ......... ... ...... ... 3014
ip dhcp-relay agent-optionremote-id . . . .. .................. 3015
ip dhcp-relay informationpolicy ... ....... ... ... ... ... ..., 3016
ipdhcp-relay maxhops .. ... ... .. ... .. . 3018
ip dhcp-relay max-message-length ... ...... ... ... ... ... ... 3019
ipdhcp-relay server-address . . . . ... ... . . . . e 3021
ip dhcp-relay use-client-side-address . . ... .................. 3023
lease . . . . 3025
network (DHCP) . . . . . . . 3027
NEXE-SEIVEN . . o ittt e e e e e e 3028
OPLION . . . e 3029
probeenable. . ... ... 3031
probepackets . .. ... ... 3032
probetimeout . . .. ... . . e 3033
probetype . . .. e 3034
FANG . . o et e e e e e e e e e e e e 3035
FOUTE . . . e e e 3036
servicedhcp-relay . ... ... . . 3037
servicedhcp-server. . ... ... . e 3038
short-lease-threshold . . .. ... ... ... .. ... ... . .. . ... 3039
show counterdhcp-client . ....... ... ... ... .. . . . . . . . .. ... 3041
show counterdhcp-relay . .. ... ... ... ... .. L .. 3042
show counterdhcp-server . .. ..... ... ... . ... .. . 3045
showdhcplease . ... ... ... . . . . . .. ... 3047
showipdhcpbinding .. ....... .. .. ... .. . . . 3048
showipdhcppool .. ... .. . . . 3050
showipdhcp-relay . ... ... .. . 3055
showip dhcp serverstatistics ... ........... .. ... ... .. .... 3056
showipdhcpserversummary . .. ........ .. ... . . ... . ... 3058
subnet-mask . . ... e 3059
Chapter 57: DHCP for IPv6 (DHCPv6)Commands . . . . . ... v vt v v v v e v nnnn 3060
Introduction . . . ... .. 3060
address prefix . . ... . e 3062
addressrange . . . ... e e 3064
clear counteripv6 dhcp-client. . ... ...... ... ... ... .. ..... 3066
clear counteripv6 dhcp-server . ... ... ... ... ... . ... ... 3067
clearipv6dhcpbinding . . . ... .. .. 3068
clearipv6édhcpclient .. ..... ... . . .. e 3070
dns-server (DHCPV6) . . . . . .. . 3071
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domain-name (DHCPV6) . . .. . .. . i 3073

ipdhcp-relayagent-option . . . . ... ... ... . . . . e 3074
ip dhcp-relay agent-option subscriber-id-auto-mac . . .. .......... 3076
ip dhcp-relay agent-option checking . .. ........ ... ... ... ... 3077
ip dhcp-relay agent-optionremote-id . . . .. ... .. ... .. ... .. 3078
ip dhcp-relay informationpolicy .. ........................ 3079
ipdhcp-relaymaxhops . . ...... ... ... . . . . . e 3081
ip dhcp-relay max-message-length . .. ..................... 3082
ipdhcp-relay server-address . . .. ....... ... . .. e 3084
ipv6 address (DHCPV6PD) . .. ..... ... .. . ... 3086
ipv6addressdhcp . ... .. ... e 3088
ipv6dhcpclientpd . . . ... ... .. 3090
ipvédhcpoption . . ... .. .. ... 3092
ipvedhcppool . ... .. . ... 3094
ipvedhcp server . . ... . e 3096
ipvblocalpool . . ... ... . e 3097
ipvo nd prefix (DHCPV6) . . . . . ... e 3099
link-address . . . ... .. 3101
option (DHCPVE) . . . . . ... . e e 3103
prefix-delegationpool . . .. ... ... ... ... . ... . . ... . ... 3105
servicedhcp-relay . .. ... . . . e 3107
show counterdhcp-relay . .. ... ... .. .. . . .. . 3108
show counteripv6 dhcp-client . ................ ... ....... 3111
show counteripv6dhcp-server . . ... ... ... . ... . ... ... 3113
showipdhcp-relay . . ... ... . . e 3115
showipvedhcp . ... ... 3116
showipv6dhcpbinding . ........ ... ... ... ... .. . . . . . . ... 3117
showipv6dhcpinterface . . . ... ... ... . . .. . .. 3120
showipv6dhcppool . .. ... ... . . . . . e 3122
sntp-address . . ... e 3124
Chapter 58: NTPCommands . .......cctittttvenensnononcsonenas 3125
INtroduction . . ... e 3125
ntp authentication-key . ..... ... ... ... .. . . 3126
ntpbroadcastdelay . . . . ... ... . 3127
NP Master . . ... e e 3128
) 3 1= 3129
ntprate-limit . .. ... ... 3131
Ntprestrict . ... . e 3132
NEP SEIVEr . . o e e e e e e e 3134
NEP SOUICE . . . ot e e e e e e e e e e e e 3136
showntpassociations . . . ........ .. ... e 3138
showntpcounters . . ... ... i 3140
show ntp countersassociations . . . . . ........... .. ... ... 3141
showntpstatus . ... ... ... .. e 3142
Chapter 59: SNMPCommands . . . ..ttt vttt nnensesoneneasanens 3143
Introduction . . . ... e e 3143
alias(interface) . ... ... i 3145
debugsnmp . ... 3146
Show counter SNMp-Server . . . .. ...ttt et 3147
showdebuggingsnmp . ........ . .. 3151
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show running-configsnmp. . . . ... ... .. L L 3152

Show snmp-server . . ... ... ... . e 3153
show snmp-server community . ... ..... .. ..., 3154
ShOW SNMP-SEIVer group . . . . . v vttt e et e e e e e 3155
show snmp-servertrap . . ... ... .. it 3156
ShOW SNMP-SEIVEr USEer . . . . . . . ettt e e e e e e e 3157
show snmp-serverview . . .. ... .. it e 3158
snmptraplink-status . . ....... .. ... .. .. .. .. 3159
snmp trap link-status suppress . ... ... .. ... e 3160
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snmp-server Community . ... ... ... e 3164
snmp-servercontact . . . .. ... .. e 3165
snmp-serverenabletrap . ... ... ... ... . ... . 3166
snmp-serverenginelDlocal . .......... ... ... .. . . . . . . . ... 3169
snmp-serverenginelDlocalreset . . .. ........ ... ... . ... ... 3171
SNMP-SEIVEI GrOUP &« o v v e e e e e e e e et e e et et 3172
snmp-serverhost . . . ... e 3174
snmp-server legacy-ifadminstatus .. ....................... 3176
snmp-serverlocation . .... ... .. ... ... ... 3177
snmp-server source-interface . ... ... ... . ... e e, 3178
snmp-server startup-trap-delay . . .. ..... .. ... . . 3179
SNMP-SEIVEI USEI &+ & v v v e e e e e et e e ettt et e et e 3180
SNMP-SEIVEI VIEW . . o v v e e e et e e et e e e et e e et e et e e 3183
undebug snmp . ... e 3184
Chapter 60: LLDPCommands .........ttetvvenensnsnnnnsonenns 3185
Introduction . . ... ... e 3185
clearlldp statistics . ... ...... ... . . . . ... 3187
clearlidptable . . ... ... . e 3188
debuglldp . ... . e 3189
lldp faststart-count . . . . ... ... . . . .. e 3191
lldp holdtime-multiplier. . . . . ... ... ... ... .. .. . . ... ..., 3192
lldp management-address . ... ........ ... . i 3193
lldp med-notifications . . . . ........ ... .. . . . 3194
lldpmed-tlv-select . .. ... ... . . . . e 3195
lldp non-strict-med-tlv-order-check . . ...................... 3198
lldp notification-interval . ........ ... ... ... . . . . . . . ... ..., 3199
lldp notifications . . ... ... ... .. . . . 3200
lldp port-number-type . . ... ... 3201
lldpreinit . ... ... 3202
Idprun .o e e e e 3203
ldptimer . .. .. e e 3204
lldptlv-select. . . ... ... 3205
lldp transmitreceive . . ... ... .. . . . 3207
lldptx-delay . .. ... ... e 3208
location civic-location configuration . . . . .................... 3209
location civic-locationidentifier. . . . ... ... ... ... . . ... ... 3213
location civic-location-id . . ... ... . ... . . 3214
location coord-location configuration . . . .. ...... ... ... .. ... 3215
location coord-locationidentifier . . . . . ......... . ... ... . ..., 3217
location coord-location-id . .. ........ ... ... . . .. . . . . ... 3218
locationelin-location . ... ..... ... .. .. . ... e 3220
location elin-location-id . . . . ...... .. ... . . ... . . 3221
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showdebugginglldp . ........ ... . .. . . 3222

showlldp . ..o o e 3224
showlldpinterface . . . ... ... . . . 3226
showlldplocal-info . .. ...... .. . ... ... .. . . .. 3228
showlldpneighbors . . .. ...... .. . . . . . .. . . 3233
show lldp neighborsdetail . ... ....... ... ... ... ... ... .... 3235
show lldp statistics . . .. ....... .. ... . . . . 3239
show lldp statisticsinterface . . . . . ... ... . . . . . . . .. 3241
show location .. ... ... ... . .. 3243
Chapter 61: Mail (SMTP)Commands . . .. ... vttt tentnnoreconsnnas 3245
Introduction . .. .. .. 3245
debugmail .. ... . ... . .. 3246
deletemail .. ... ... . . . . e 3247
mail . . . . 3248
mail from . .. ... e 3250
mail smtpserver . ... ... . e 3251
mail smtpserver authentication . . .. ............ .. ......... 3252
mail smtpserverport . . . . ... 3254
showcountermail . ....... ... .. ... .. . . . ... . .. 3256
showmail . . ... 3257
undebugmail ... ... .. .. e 3258
Chapter 62: RMONCOmMmMands .........cooiitteeeneesocencnsnns 3259
Introduction . . . ... .. 3259
rmonalarm . . . . L. 3260
rmon collectionhistory . . ... ... .. .. .. . . . 3263
rmoncollectionstats. . . . ....... ... ... . .. 3264
MMONEVENT . . . . . e e e e e e e e e e e e e e e 3265
showrmonalarm . . ... ... . . . . e 3266
showrmonevent . . ... ... . e 3267
showrmonhistory . . ... ... .. . ... . e 3269
showrmonstatistics . . ... ... . . ... . . 3271
Chapter 63: SecureShell(SSH)Commands . . . . . .. vt v ittt nnennnnn 3273
Introduction . .. .. .. ... 3273
bannerlogin (SSH) . . ... ... .. . . e 3275
clearssh . . . e 3276
cryptokeydestroyhostkey . . . .. ... 3277
crypto key destroy userkey . . . . ... e 3278
crypto key generatehostkey . . . . ... L o o L 3279
crypto key generateuserkey . . . ... 3280
crypto key pubkey-chain knownhosts . . . .. .................. 3281
crypto key pubkey-chainuserkey . . . . ... ... ... 3283
debugsshclient. .. ... ... .. . . . . 3285
debugsshserver .. ... ... .. . . . . . e 3286
service ssh .. ... e 3287
showbannerlogin .. ...... ... . . . .. . . 3289
show cryptokey hostkey . .. ... ... . . . 3290
show crypto key pubkey-chain knownhosts . . .. ............... 3292
show crypto key pubkey-chainuserkey . . .. .................. 3293
show cryptokeyuserkey ... ... ... . . ... i 3294
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show running-configssh .. ....... ... ... ... ... ... ... . ... 3295

showssh ... e 3297
showsshclient ... ... ... . . . . . . 3299
showsshserver . ... ... . e 3300
show ssh serverallow-users .. ........ ... ... ... . ... . ..... 3302
show sshserverdeny-users .. ........ ..., 3303
SSh L e 3304
sshclient . ... . 3306
SShiserver . . ... 3308
sshserverallow-users . .. ... ... . . ... . . . . 3310
ssh serverauthentication . . .. ...... ... ... ... ... ... . . ... 3312
sshserverdeny-users . ... .. ... ... 3314
sshservermax-auth-tries . . . . .. .. ... . .. . 3316
sshserverresolve-host . . ...... ... ... .. . . . . . . 3317
SShSerVersSCp . o v it e e e e 3318
sshserversecure-ciphers . . . ... .. . . ... e 3319
sshserversecure-kex. . . .. ... . e 3320
sshserversftp . .. ... . e 3322
undebugsshclient . .. ... ... .. . e 3323
undebugsshserver . ... ... . ... e 3324
Chapter 64: TriggerCommands . . ... ...t iiiteertonennesonnnns 3325
Introduction . .. ... .. 3325
active (Trigger) . . . o oo e 3327
day . . 3328
debugtrigger . . ... .. ... 3330
description (trigger) . . . ... i e 3331
<] o= | 3332
SCHIPt . o e e e e e e e e 3333
show debugging trigger . ... ... ... . . . .. ... .. e 3335
show running-configtrigger . . . . . . ... .. ... ... 3336
showtrigger . . ... . e 3337
L= 3342
time (trigger) . . . . .. e 3343
L8 1 o S 3345
Hgger . e e 3346
triggeractivate . . ... . ... e 3347
typeatmfguest . .. ... .. 3348
typeatmfnode ... ... ... . .. ... .. 3349
BYPE CPU . .« et e e e 3351
typeinterface . ... ... . ... 3352
typelinkmon-probe . ... ... .. L 3353
typPelog . o o 3355
yPEmMEMOIY . . . . . e 3356
typeperiodic . . . ..o e e 3357
typeping-poll . ... ... e 3358
typereboot . . . . .. e e 3359
type stack disabled-master . . . .. ... ... o o L 3360
typestacklink . ... ... L 3361
type stackmaster-fail . ... ... ... .. 3362
typestackmember . . . ... 3363
typetime . ... e 3364
typeusbh . . . e 3365
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undebug trigger . ... ... 3366

Chapter 65: Ping-PollingCommands ...........ciitiivtitnernnsaas 3367
INtroduction . . ... e e 3367
active (ping-polling) . .. ... .. . . 3369
clearping-poll . . . . ... e 3370
critical<interval . . . . ... 3371
debugping-poll . . .. ... . 3372
description (ping-polling) . . . . . ... ... .. 3373
fail-count . .. .. ... 3374
ip(ping-polling) . . . ... e 3375
length (ping-polldata). . . . ........ ... ... . . . . . . 3376
normal-interval . ... ... . . ... e 3377
ping-poll . ... 3378
sample-size . . . ... 3379
show counterping-poll . .. ..... ... . .. . .. . . 3381
showping-poll . ... . .. . . 3383
SOUICE- D v v o e et e e e e e e e e e e e e 3387
timeout (pingpolling) .. .... ... ... .. . . . .. 3389
UP-COUNT . . o e e e e e e e 3390
undebugping-poll . ... ... .. e 3391

Chapter 66: sFlowCommands .. ..........iii ittt ecrnnsonns 3392
INtroduction . . .. .. e 3392
debugsflow . ... ... .. .. . . . e 3393
debugsflowagent . . ....... .. . . . ... 3394
sflowagent . . ... . . . e 3395
sflowcollector . . . .. ... e 3397
sflow collectorid .. ... ... ... . .. .. ... 3398
sflow collector max-datagram-size . . . .. .................... 3400
sflowenable . .. ... ... ... .. 3401
sflow max-header-size . . . . ...... .. . .. ... 3402
sflow polling-interval . . ......... .. .. . . . . ... . ... . 3404
sflow sampling-rate . .. ... .. ... . 3405
show debuggingsflow . ......... ... ... ... ... . ... ..... 3406
show running-configsflow . . . . .......... ... ... ... .. .... 3408
showsflow . ... ... . . . . e 3409
showsflowinterface . . . ... ... .. . . . . e 3411
undebugsflow . ... ... . . ... e 3412
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List of Commands

(access-list extended ICMPAilter) .......oovinieiii i 1988
(access-list extended IPfilter)........c.ooveiiiiii i 1990
(access-list extended IP protocolfilter).........cooviiiiii it 1993
(access-list extended TCP UDPfilter)........coovvviiiiiii i, 1997
(access-list standard namedfilter) ...........co i 2004
(access-list standard numbered filter)........... ... i 2006
(@Cl-group ip POt rANGE) . vttt et et 1943
(ipv6 access-list extended IP protocolfilter).................coovii.at. 2059
(ipv6 access-list extended TCP UDPfilter) ..ot 2062
(ipv6 access-list standard filter)........cooeiiiiii i 2066
(named hardware ACLentry for ICMP) ... 1948
(named hardware ACL entry for IP packets) .............ccoviviinn... 1952
(named hardware ACL entry for IP protocols) ...............ccoviinn... 1956
(named hardware ACL entry for MAC addresses) .........coovvvvvvnnnn.. 1961
(named hardware ACL entry for TCP orUDP)..........coiiiiiiiininnnnn. 1964
(named IPv6 hardware ACL: ICMP entry) ......o.veviviiniiiininnnne, 2032
(named IPv6 hardware ACL: IP protocolentry) .........ccovviveiiennnn.. 2039
(named IPv6 hardware ACL: IPv6 packetentry).............cooviiinia... 2036
(named IPv6 hardware ACL: TCPorUDPentry)..........coovvnvninnn... 2044
@aaaccountingauth-mac ........co.viii it 2302
@aaaccountingauth-web ...t e 2304
Qa2 ACCOUNtING COMMANGS. ..\ttt e ettt e i e iaenennan, 2306
QA3 ACCOUNtING Ot TX . .o\ttt e e it 2308
@aaaccounting login. ..o e 2310
Qaa accounting uUPdate. . ... vt e 2313
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aaa authentication auth-mac. ...t 2315

aaa authenticationauth-web .......... .. ..o i 2317
aaa authentication dotTX ....veieneii e 2319
aaa authentication enable default group tacacs+..................ovene. 2321
aaa authentication enable defaultlocal...............c...oooiiiiiL, 189
aaa authentication enable defaultlocal............... ...t 2323
aaa authentication login . ...t i 2324
aaa authorizationcommands ....... ... e 2326
aaa authorizationcommands ... i 2477
aaa authorization config-commands ... 2328
aaa authorization config-commands ... 2479
DAA GIOUP SEIVEE . vttt et ettt et e et e et e et aneeaneeeaneenannens 2329
aaa local authentication attempts lockout-time........................... 190
aaa local authentication attempts lockout-time.......................... 2331
aaa local authentication attempts max-fail ........................ooil 191
aaa local authentication attempts max-fail ...................... ... ... 2332
aaaloginfail-delay....... oo 192
aaaloginfail-delay. ..o 2333
= o] 17/ 01 1184
acCePt-lifetime ..o e e 990
ACCRSS GIOUD ettt et et ettt e ettt e e 1918
access-list (extended numbered) ... 1985
access-list (numbered hardware ACLforICMP) ............ccoviiiinnn... 1920
access-list (numbered hardware ACL for IP packets)...................... 1924
access-list (numbered hardware ACL for IP protocols).................... 1927
access-list (numbered hardware ACL for MAC addresses) ................ 1932
access-list (numbered hardware ACLfor TCPorUDP) ...........oenett 1935
access-list (standard numbered). ... 2002
access-listextended (named) ........oiieii i 1977
access-list hardware (named hardware ACL) ..........cooiiiiiiiinenen. 1939
access-list standard (named) .......cooviiiii i 2000
ACccoUNtiNg login ... e 2334
acl-group ip address . ..ot e e 1941
- Tl Be [ (o TUT o I 1 o N o o AP 1942
acl-group PVl address. .. vvvr et e e 2025
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ACHIVATE .ottt e e 496

active (pINg-polling) . ...oovii 3369
ACHIVE (LGB . e ottt e e e e e e et e e 3327
Address PrefiX .o e e 3062
Yo [ [ =333 = o Ve 3064
address-family. ... ... i e 1281
advertisement-interval. ... ... i 2615
aggregate-address (IPV6RIPNG) .....ovviiiiiiii i 1047
Aggregate-address. ... vt e i e 1283
alias (INterface) . ....ovniui 3145
alliedware-behavior ...... ... 992
alternate-checksum-mode....... ..o 2617
application-proxy ip-filter...... ... 2737
application-proxy quarantine-vlan .............. ol 2738
application-proxy redirect-url . ........cooiiiiii i e 2739
application-proxy threat-protection send-summary...................... 2741
application-proxy threat-protection...............cooiiiiiiiii i iiin... 2740
application-proxy whitelist advertised-address ....................... ... 2742
application-proxy whitelistenable ..............cooi i 2743
application-proxy whitelist protectiontls............ ... ... ..ol 2744
application-proxy whitelist server ...t 2745
application-proxy whitelist trustpoint (deprecated)...................... 2747
area authentication iPSEC SPI. .. v vt e 1185
area authentication. ... .. ... it 1078
area default-cost (IPV6 OSPF). . ...t 1187
area default-Cost. .. ...vniuii e 1077
area encrypPtion IPSEC SPI @SP. vt vttt i e ei e i eneneaneeanans 1188
areafilter-list ... ... . 1079
L= I 1Y P 1080
arearange (IPVO OSPF) .. ...t 1191
L= T = | T 1= P 1082
area stub (IPV6 OSPF) .. .. 1193
ArEA StUD L oo e 1084
area virtual-link (IPVv6 OSPF) . . ... e e e 1194
area virtual-link authentication ipsecspi.........ccooviiiiiii i, 1196
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area virtual-link encryption ipsecspi ....coovv i 1198

areavirtual-link. ... 1085
area-link. . ... o e 2748
- o 8 (o T PSP 839
arp OPPOIUNISTIC-NA. ... e e e 842
arp security drop link-local-arps...........cooi i 2492
arp security violation ....... .o i e 2493
AN SECUNITY .+ ottt ettt ettt ettt ettt e et 2491
] o T PP 837
arp-aging-timeoUL. . . ..ottt i e e i e 833
ArP-MAC-AISPAIIY . o v vttt ettt ettt e e e e 834
arpP-reply-bC-dmMac. .. ..o e e 843
atmf area PassWoOrd. .. ..oiii it i i e e 2755
Y 0 = =T T 2753
atmf authorize Provision. ... e 2759
atmfauthorize. ... ... e 2757
atmf backup area-mastersdelete. ...t 2762
atmf backup area-mastersenable ............... i 2763
atmf backup area-masters NOW. .. ..c.vviie ittt cii i, 2764
atmf backup area-masters synchronize...............cooiiiiiiiiinn 2765
atmf backup bandwidth ...........c i 2766
atmfbackupdelete. ........oiiiiiii i 2767
atmfbackupenable ... 2768
atmfbackup guestsdelete. ... 2769
atmf backup guestsenable ... 2770
atmf backup QUESTS NOW . . ... oet et e 2771
atmf backup guests synchronize ...............coco i 2772
atMf baCckUP NOW . ..o e 2773
atmf backup redundancyenable.............. ... i 2775
atMf baCKUP SEIVET ...t e e 2776
AtMT DACKUP STOP . o\ttt e e e e e 2778
atmf backup synchronize ....... ... 2779
AtMf baCKUP. ..o e e 2761
AT CleaANUD ..o e 2780
atmfcontainer login. ... ... e 2782
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P11 0 0] (o) 01 7= 1 1= S 2781

atmfcontroller ... . 2783
atmf distribute firmware ... 2784
atmfdomainvlan. ... ... 2786
atmfenable .. .. e 2789
atmf group (membership) ..o 2790
atMf QUEST-Class . ..ot 2792
At l0g-VErbDOSE ..\ i 2794
atmf managementsubnet ... e 2795
atmfmanagementvlan......... ..o 2798
At  MASTEr et 2800
At MU . e 2801
atmf network-name ... ... 2802
atmf provision (interface) .........ooviiiiiiii i 2803
At ProVISION NOAE . ...ttt i e e e 2804
atmfreboot-rolling ... e 2806
At rECOVEr QUESE. ...ttt e et e e 2812
atmfrecoverled-off...... ... i 2813
atmfrecoverover-eth. ... ... ..o 2814
AtME FECOVET. ... 2810
AtMf rECOVEIY-SEIVEI. .ttt 2815
atmfremote-login. ... ...t 2817
atmf restricted-login. ... e 2819
atmfretry guest-link . ... 2821
atmf secure-mode certificate expire.........cooiii it 2824
atmf secure-mode certificate exXpiry ......coveviniiiiii i 2825
atmf secure-mode certificate renew.........c..ooiiiiiiii i 2826
atmf secure-mode enable-all....... ... 2827
atmf secure-mode . .. ... o 2822
atMf select-area ... ..ouvuiii e 2829
atmf topology-guienable........ ... 125
atmf topology-guienable........ ... 2830
At LrUSEPOINt . ..o e 2831
atmf virtual-crosslink ...... ... i 2833
atmf virtual-link description. ........cooii i 2838
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atmf virtual-link protection ...t 2839

atmfvirtual-link . ... 2835
atMfWOrKing-set ... ..ot e 2841
atmf-arealink ... ... 2750
atmf-linK . e 2752
At DU . .o 2409
authauth-fail vlan ... ... o 2178
auth aritical. ... ..o e 2180
auth dhcp-framed-ip-lease. ... 2181
auth dynamic-aclenable......... ..o 2183
auth dynamic-vlan-creation............ccoo it 2185
auth guest-vlanforward ...t e 2190
auth guest-vlan hw-forwarding ..............coooo i 2192
auth guest-vlan. ... 2188
authhost-mode ... ... i 2193
AUEN Og o e e e 2195
auth max-supplicant. ... ..o e e 2197
auth multi-vlan-session ... i 2199
104 o o1 VS 2200
auth profile (global). ... 2202
auth profile (interface) ... e 2203
auth radius send nas-identifier.............co i 2356
auth radius send service-type .....ovv it i e 2357
auth reauthentication........ ... 2204
auth roaming disconnected. ..........cooiiiiiii i 2205
authroamingenable ... ... i 2207
AULh SUPPHCANt-IP ..o e 2209
auth suppPlicaNt-Mac. .....ooi i e e e e 2211
auth timeout connect-timeout. ... 2214
auth timeout quiet-period ... 2215
auth timeout reauth-period........ ..o 2216
auth timeout server-timeout....... ..ot e 2218
auth timeout sUPP-tiMEOUL . ... ..ottt 2220
auth two-stepenable. ... e 2221
AULh tWO-StEP Order ..o e e e 2224
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AUTNENTICATION. o oottt e e e 2411

auth-macaccounting........oovoviii i e 2226
auth-mac authentication............cooiiiii i 2227
auth-macenable ... ... 2228
auth-macmethod ... ... i e 2230
AULh-Mac PasSWOId. . ... e e e e e 2232
auth-mac reauth-relearning. ........c.covii it 2233
auth-macstatic. ... ..o e 2234
auth-macusername ... ... i 2235
authorizationcommands ....... ..o 2335
authorizationcommands ....... ..ot 2480
aUth-web aCccouNting. ..o iii i e 2236
auth-web authentication .......... ... 2237
auth-webenable ... ... 2238
auth-web forward ... 2240
auth-web idle-timeoutenable ......... ... . i 2243
auth-web idle-timeout timeout ...t 2244
auth-web max-auth-fail......... ... 2245
auth-webmethod ... ... 2247
auth-web-server blocking-mode ... 2248
auth-web-server dhcpipaddress .......ooviiiiiiiii it 2249
auth-web-serverdhcplease........cooiiiiii i 2251
auth-web-server dhcp-wpad-option ...t 2252
auth-web-server host-name. ... 2253
auth-web-server intercept-port ........oovriieii ittt 2254
auth-web-serveripaddress. ... ..ot e 2255
auth-web-serverlogin-url........ ..o 2257
auth-web-serverpagelanguage .........ccovviiiiiiii it 2256
auth-web-server pagelogo ... 2258
auth-web-server page sub-title. ... 2259
auth-web-server page sUCCeSS-MEeSSAgE. .o vvvvvr vt inrenneieneenennanns 2260
auth-web-serverpagetitle........ccooiiiiiiii i 2261
auth-web-server page welcome-message ........covvviiiiiniiennennns. 2262
auth-web-server ping-pollenable...............coiiiiiiiiiiiaL 2263
auth-web-server ping-poll failcount.....................ooooiiiilL. 2264
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auth-web-server ping-pollinterval ...ttt 2265

auth-web-server ping-poll reauth-timer-refresh ......................... 2266
auth-web-server ping-poll timeout...........coovviii ittt 2267
auth-web-server ping-polltype ....c.ovvii i 2268
AUth-Web-SerVer POrt .. ..o e e 2270
auth-web-server redirect-delay-time ... 2271
auth-web-server redirect-url ....... ... 2272
auth-web-server session-keep ..ot 2273
auth-web-server sslintercept-port ..........cooviiiiii i, 2275
auth-web-serverssl. ... ... i 2274
autobootenable. ... ... .. i 136
auto-cost reference bandwidth (IPv6 OSPF).............cociiiiiiinen. 1201
auto-cost reference bandwidth ........ ... ... i 1088
auto-summary (BGPonly) ... ... 1286
DaACKPIESSUNE . .o 532
bandwidth ... 1090
bandwidth ... 1203
banner display external-manager ...t 253
DaNNEr EXeC . .. e 254
banner external-manager. ... i e e 256
bannerlogin (SSH). ... 3275
banner 1ogin (System). . ....oii i e 258
banner motd ..o e 260
bgp aggregate-nexthop-check. ..o 1288
bgp always-compare-med ... 1289
bgp bestpath as-pathignore......... ..o 1291
bgp bestpath compare-confed-aspath ......................ooiiintt. 1292
bgp bestpath compare-routerid............ccooiiiiii it 1293
bgp bestpath med remove-recv-med ...t 1296
bgp bestpath med remove-send-med...............coiiiiiiiiL, 1297
bgpbestpathmed. ... e 1294
bgp client-to-clientreflection ...........cooii i 1298
bgp cluster-id . ... e 1299
bgp confederation identifier ... 1301
bgp confederation Peers. ... ...coiiiiii i 1302
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bgp config-type . ..o 1304

bgp dampening ... ..ot 1306
bgp damp-peer-oscillation (BGPonly)...........ccooiiiiiiiiiiiiiin. 1308
bgp defaultipv4-Uunicast........ooeiiii i e 1309
bgp default local-preference (BGPonly) ..., 1310
bgp deterministic-med ... ... e 1311
bgp enforce-first-as. ......coiiiii e 1313
bgp fast-external-failover ... e 1314
bgp graceful-restart graceful-reset ..., 1317
bgp graceful-restart ........ ..o 1315
bgp log-neighbor-changes ...........ccov ittt 1318
bgp memory maxallocation...........ccooiiiiiiiii i 1320
bgp nexthop-triggerdelay.........ccooiiiiiiiiiii i 1322
bgp nexthop-triggerenable ...... ... ..o 1323
bgp nexthop-trigger-Count ......o.vuinii i e ieenes 1321
bgp rfc1771-path-select (BGPonly). ... 1324
bgp rfc1771-strict BGPonly)...... .o 1325
bgP rOULEr-Id . . e e 1326
bgp scan-time (BGP ONly) ....covviii i 1328
bgpupdate-delay ....... ... 1329
boot config-filebackup ... 139
boot config-file. .. ..ot e 137
boot system backup .. ..coui i e e 142
OOt SYStEM . .o 140
boOtfile ..o 2995
Drdge-groUD . .t e 2843
capabilityopaque .. ..o e 1091
capability restart. .. ... 1092
CCINEEIVAl . e 356
CEMUITICAST .o e 358
Lo o] ] er- 13 P 359
oo 143
cfm-sf-notify. .. ..o 2685
ChannNel-group ... e 763
CIrCUIt-failoVer . . .o 2618
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ClaSS. e 2076
ClaSS M ottt e i 2077
clear (MEP Attribute). .. ...cooiei e 360
clearaaalocaluserlockout. ... ... i 193
clearaaalocaluserlockout............o i 2337
clear application-proxy threat-protection..............ccovviiiiineinn.. 2844
clear arp security statistics . ........veiuinii e 2495
cleararp-cache .. ..o e 844
clear atmf links statistics .......o.veeninii 2847
clearatmflinksvirtual ....... ..o i 2846
clearatmflinks ... ... e 2845
clearatmfrecovery-file ... ..o 2848
clear atmf secure-mode certificates ..o, 2849
clear atmf secure-mode statistics. .......ocvvuiriiii i 2850
Clearbgp (ASN) ...t 1333
clear bgp (IPv4 or IPV6 address) .....ovveiiiii i eiiieenenns 1331
Clear DG P ¥ o 1330
clearbgp external ... ....oiinin i e 1334
clear bgp ipv6 (ASN) (BGPA4+0nly). . .o 1339
clear bgp ipv6 (ipv6 address) (BGP4+only) ... 1336
clear bgp ipv6 dampening (BGP4+only)..........ccooviiiiiiiiiiiiat,. 1337
clear bgp ipv6 external (BGP4+only) .......coovviiiiiiiiiiiiiiin .. 1340
clear bgp ipv6 flap-statistics (BGP4+only) .........c.cooiiiiiiiiiiiin.. 1338
clear bgp ipv6 peer-group (BGP4+only).......covviiiiiiiiii i 1341
Clear bGP PEEI-grOUD .. v ettt e e e 1335
clear counteripv6 dhcp-client. ... 3066
clear counteripvb dhcp-server........c.ooviiiiiiiiii i 3067
clear counter stack. . ....oeinii i e 2568
clearethernetcfmerrorlog. ... 361
clear eXCeption 10g . ..vvvii i e 404
clear fiber-monitoring interface ... 330
clear g8032 erp-instance statistics. .......covviiiiiiii i 2689
Clear g8032 erp-iNStanCe. ..o vv vttt e e 2687
clear gV Statistics . vvve it e e e e e e 816
C613-50482-01 Rev A Command Reference for x510 Series 58

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



AlliedWare Plus™ Operating System - Version 5.5.1-1.x

clearip bgp (ASN) (BGPoNly).......oiiniiiiiii i 1346
clearipbgp (IPv4) (BGPoNly). .. .oeveii e 1343
clearipbgp * (BGPoNlY) ...covii i e 1342
clearip bgp dampening (BGPonly).........c.cooiiiiiiiii i 1344
clearip bgp external (BGPonly) ........c.couviiiiiii i 1347
clear ip bgp flap-statistics (BGPonly) ... 1345
clearip bgp peer-group (BGPonly).......ooviiniiiiii it 1348
clearipdhcp binding ...t e 2996
clearip dhcp snooping binding ... 2496
clear ip dhcp snooping statistics ......vuevivneneii it 2497
clearipdnsforwardingcache...........cooiiiiiii i 901
Clear P igmMP groUP. ..ttt e e e e e e 1621
clearipigmpinterface.......cooiiiiiiiii i 1622
Clear P IgMD e 1620
clear ip mroute pim sparse-mode ..ot e 1766
clearipmroute statistics ......oovvi i e 1719
Clear P MIOULE . et e e 1718
Clearip OSPf PrOCESS ..ottt et e 1093
clear ip pim sparse-mode bsrrp-set*. .. ..o 1764
clear ip pim sparse-mode packet statistics............cooviiiiiiiiin... 1765
clearip prefix-list ... ..o e 1349
clearip prefix-list ... ..o e 2008
Clear P P rOULE . .t e e e 995
clearipv6dhcp binding. ... e 3068
clearipvedhcpclient.. ... e 3070
clearipvb mld group. . ...o et e 1684
clearipve mldinterface........coovriiii i e 1685
clearipve mid ... e 1683
clear ipvé mroute pim sparse-mode. ........cviiiiii i 1823
Clearipvb MroULe PIM ...ttt et e 1822
clearipvb mroute statistics. ..ot e 1721
Clear PV MIOULE. ..ottt e ettt et e 1720
clearipvbneighbors ... 926
Clear ipVb OSPf PrOCESS. ..ottt ittt e 1204
clear ipv6 pim sparse-mode bsrrp-set™® ...t 1824
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Clear PVl P rOULE. .ottt et et et 1048

Clear laCPp COUNTEIS. . vttt e e ettt et ettt et 765
clearline console ... ... e 194
Clear N VLY . ot e e e 195
clear lldp statistics . ..o vve e e e e e 3187
clearlldptable. ... ..o 3188
clearlogbuffered. ... ..o e 406
clearlog external ... ..o e e e 407
clearlog pPermanent ... ..ooiuiii it e 408
Clear lOg. .ot e 405
clear loop-protection action ..ot 534
clear loop-protection COUNtErS. ... it a e 535
clear mac address-table dynamic.............cooiiiiii i 536
clear mac address-table static...........c.coiiiiiiiiiii i 538
(el =TT gl 0 =T o oYU 1o =T P 362
clear mls qos interface policer-counters ...........ccoviiiiiiii .. 2078
clear ping-poll. ... 3370
(el =TT oo T o 11 o1 {= 539
clear port-seCuUrity INtrUSION . ... u vttt e e i eneas 540
clear power-inline countersinterface............cooii ittt 789
clear radius dynamic-authorization counters ...............c.coiiiai 2358
clear radius local-server statisticS.........oovuiiin i 2417
clear spanning-tree detected protocols (RSTP and MSTP) ................. 675
clear spanning-tree statistics.......covvv it 674
Clear SN . . e 3276
clear test cable-diagnostics tdr.........oovuiiii i 331
clear vIan Statistics. . ... en et e 607
ClieNt (FAdSECPIOXY-SIV) ittt ettt ettt et e e eieneeenns 2412
client mutual-authentication. ...ttt 2414
clientname-check...... ... 2415
client trusStPOINt . ..o 2416
ClOCK SBE. . ettt e 262
clock summer-timedate ... ..o 263
clock summer-time recurring . .....ouvin vt aens 265
ClOCK TIMEZONE . . ettt 267
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clone (@mf-Provision) ..o it i e 2851

commit (IPVA) . e 1945
commMIt (IPVB) ..o e 2026
compatible rfc1583 ... . e 1094
configure boot config (amf-provision)...................oooiiiiL, 2853
configure boot system (@mf-provision) ............c.coiiiiiiiiiii. 2855
configureterminal........ ..o e 114
continuoUs-reboot-Prevention. .. ....vvevr it 268
Copy (@MF-Provision). ... ..o 2857
COPY (fileName) . . ..ot e 144
copy buffered-log ..o e 409
COPY dEbUG .ttt e e e e 146
copy fdb-radius-users (tofile) ...... ..o 2418
copy local-radius-user-db (fromfile)................cooiiiiiii i, 2420
copy local-radius-user-db (tofile) ... 2421
COPY PEIMANENT-I0g . ..ottt e e e et e 410
copy proxy-autoconfig-file....... ... 2276
Fele] o3V (0 Lo a1 o Tl 1 e 1S 147
COPY StArtUP-CoNfig. ..ot e e 148
copy web-auth-https-file.........coo i 2277
Fale] o3V 0 o T =T o' 149
create (@amf-provision) ........c.ouiiiii i e 2858
create autoboot ... ... i e 150
critical-interval ... .. e 3371
crypto key destroy hostkey. ........oeiiii e 3277
crypto key destroy userkey. . .....o.ovriiii i e 3278
crypto key generate hostkey .......coovviii i 3279
Crypto KeY geNnerate ISa . ... v ittt e 2451
crypto key generate USerkey . ......o.vuvuvuvn it ieiiieiaeaens 3280
crypto key pubkey-chain knownhosts................... ool 3281
crypto key pubkey-chainuserkey. ..........cooiiii i 3283
CrYPLO KEY ZEIOIZE . .ottt e 2452
crypto pkiauthenticate . .......oovuii i e 2453
crypto pki enroll local (deleted) .......cooveiiiiniii i 2422
crypto pki enroll local local-radius-all-users (deleted) .................... 2423
C613-50482-01 Rev A Command Reference for x510 Series 61

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



crypto pki enroll local user (deleted).........covviiiiii it 2424

crypto pkienroll user ... ..ot 2455
crypto pki enroll . ... e 2454
crypto pki export local pem (deleted) ..........cocoiiiiiiiiiiiiL, 2425
crypto pki export local pkcs12 (deleted) ..o 2426
Crypto PKi @XPOrt PeM L.t e e e 2457
Crypto pKi eXport PKCST2. ..ot e e 2458
Crypto pKi import pem .. ..o e 2460
crypto pkiimport pKesT2. ... 2462
crypto pki trustpoint local (deleted) ... 2427
Crypto PKi trUSTPOINT. ..ottt e e et e e 2463
CUE-throUugh ..o e e e 542
data-traffic ... ..o 2690
Ay . 3328
deadtime (RADIUS SEIVEr groUp) .. v v et v tne et einteieeneneenennnns 2359
debUgaaa. .. ..o 2338
debug arp SECUNTY. . ..ottt e 2498
debugatmfpacket ........ccooeiiiiii e 2862
debugatmf. . ... e 2860
debug bgp BGP ONly) ..o 1350
debug core-file ... ..o e e 270
debug cryptopki(deleted). ..o 2428
debUg dotTX .. e e 2143
AEebUG EPSH .ttt 2656
debug fiber-monitoring. ... 332
debug g8032. ... i 2692
AebUG VI, .ot e e 817
debUg igmMP . e 1623
debugip dhcp snoopiNg......covviriiii 2499
debugipdnsforwarding. ...t e 902
debUg ipirdp. .o e e 847
debugip packetinterface.........coviiiiiiiii i e 845
debugipvb ospfevents. ... ..ot e 1205
debugipvb ospfifsm ... e 1206
debug ipvb ospflsa. ....veee e 1207
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debugipvb ospfnfsm. .. ... 1208

debugipvb ospfpacket........cooviviiiiii 1209
debug ipvb osSpfroute . ....ovieie e 1210
debug ipvé pim sparse-mode packet..........coiiiii i 1827
debug ipvé pim sparse-mode timer ...ttt 1828
debug ipvb pimsparse-mode . ... ..ot 1825
AebUG IPVO FiP. ot e e 1049
debUg laCp . ot e e e e 766
debug lldp ..o 3189
debug loopPProt ... e 543
debugmail. ... 3246
debugmid ... e 1686
debug mstp (RSTP and STP) . ...ttt et 676
debug nsmmecast ... ..ot 1724
debug NsSMMCast .. ....iii i e 1725
debUg NSM . .o e e e 1723
debug ospfevents. ... ..ot e e 1095
debug ospfifsm . ... i 1096
debug ospflsa. ..o e 1097
debug ospfnfsm ... e 1098
debug oSpPfNSM ... e 1099
debugospfpacket.........cooiiiiiiii 1100
debug OSpPf rOUtE . ..ot e 1101
debug pimdense-modeall .........c.c i 1884
debug pim dense-mode context ... 1885
debug pim dense-modedecode ...t 1886
debug pim dense-modeencode ..o 1887
debug pimdense-modefsm ...t 1888
debug pimdense-modemrt ... 1889
debug pim dense-modenexthop ... 1890
debug pimdense-mode nsm ... .. i e 1891
debug pimdense-mode vif ... ... i 1892
debug pim sparse-mode timer...........cooiiiiiiii 1768
debug pim sparse-mode. ... 1767
debug ping-poll . ... e 3372
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debug platform packet ... e 544

debug power-inline. .........oiiii e 790
debug private-vlan ufo .......... .. i 608
debugradius .. ..o e 2360
AebUG P oo e 996
debug sflow agent. ......ooouiiiii i e 3394
debug SflOW . ..o e 3393
debUg SNMIP. ..o e 3146
debugsshclient. ... e 3285
debug sshserver ... ... 3286
debug stack . .....oiii i 2569
debUg trigger .o e 3330
debugudld. ... 747
debug vIrp eveNntS . ..o 2621
debug virp packet. . ..o e 2622
AEbUG VITD e e 2620
defaultlogbuffered ... 411
defaultlogconsole ....... ..o 412
defaultlogemail ... ..o e 413
defaultlogexternal...... ..o e e 414
default log host. . ..ot e e 415
default log monitor. ... e 416
defaultlog permanent. ...... ..ot 417
default-action . ... ... 2079
default-information originate (IPv6 RIPNQ) ...t 1050
default-information originate (RIP) ..........ooiiiiiii e 997
default-information originate ... 1102
default-information originate ...........coo i 1211
default-metric (IPV6 OSPF) .. ... i 1212
default-metric (IPVORIPNG). .. ..o e 1051
default-metric (OSPF) . ... e 1103
default-metric (RIP) . ...t e 998
default-router . ... ..o i 2997
delete (@aMf-Provision) . ......c.uriiiiii i e 2865
deletedebug. ..o e 152
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delete mail . ..o e 3247

delete stack-wide force ........ooviii it e 153
delete stack-wide force ........ooviii it 2570
delete . .. e 151
description (@mf-container) ... e 2869
description (@uth-profile) ... 2278
description (iNterface) .......oovtiiiir i 501
description (ping-polling) . .....oovii i e 3373
description (QoS policy-map) ......vvviiii 2080
description (Trigger) . ..vevtie i e e e 3331
dir stack-Wide . .....on i e 156
dir stack-Wide . ... 2571
o T 154
disable (Privileged Execmode) . .......oviiiiiniiiiii i 115
disable (VRRP) . ... e 2623
o [ 1Yo V7= o 2867
distance (BGP and BGPA+) ... ..ottt 1352
distance (IPVE OSPF) . .. .ot 1213
distance (OSPF) . ..ot e 1104
distance (RIP) .. ..o e 999
distribute-list (IPV6 OSPF) .. ... e 1215
distribute-list (IPV6ORIPNG). .. oot e 1052
distribute-list (OSPF) . .. ..o 1106
distribute-list (RIP) . . ... .o e 1000
dns-server (DHCPVO) . ..ot e 3071
ANS-SBIVET . . ettt et 2998
o o T 116
domain-name (DHCPV6) . ..ottt e 3073
dOMaAIN-NAME . . e e e e 2999
dOmain-Style ..o 2429
OS. ettt 2009
o o] 8 D= Telelo 18] 0] 4 [T S 2141
dotlxauthentication ......... ..ottt 2142
dotlx control-direction ..........cooiiiiiiii 2144
o 1o YT o PP 2146
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dOtTX €aPOI-VEISION L.ttt e e e e e 2147

dotIxinitializeinterface ..........cooiiiiiiii 2148
dotlxinitialize supplicant. ... e 2149
dotTX KeYtransmit .. ..ot e e e 2150
dotlxmax-auth-fail........ ... 2151
dotlxmax-reauth-req .........ooiiiiiii i e 2153
dotTX POrt-CoONtrol. ..o i e e e 2155
dotTX timeout tX-Period .......oovriii i i e 2157
AUPIEX o e e e 546
< o o 498
ecofriendly led . .......ooiiii e 271
ecofriendly Ipi .. ..o e 272
edit (fillename) . ... 159
=T | P 158
egress-rate-limitoverhead ... 2083
egress-rate-limit. ... ... e 2081
egress-VIan-id .. ...t e 2430
EgresS-VIaN-Name. .. ...ttt e 2432
enable (g8032-profile) ........cveviiiii 2693
enable (Privileged Execmode) .....cooviiiiiiii e 117
enable (VRRP) ... 2624
enable db-summary-opt........cooiiiiiii 1109
enable PassWOord ......ooeii e e 196
enable secret (deprecated)........ovviiiiiii it e e e 199
=] o 119
enrollment (ca-trustpoint) ...t e 2464
EPSI CONfiQUIAtioN . ... .t e i 2659
epsrdatavian. ... ... e 2660
epsr enhancedrecoveryenable..........coviiiiii i 2661
EPSIFIUSH-tYPE .ot e 2662
epsr mode master controlvlan primaryport ... 2664
epsr mode transitcontrolvian. ... i 2665
<] 0 g o o] 120 P 2666
2 01 ) 1 <P 2667
ePSr toPOologY-Change . ..ot e e e e 2668
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ePSI topPology-Change . ... i e e e e 2694

=T 01 1 -] o 1P 2669
= 01 NP 2657
erase factory-default. ... e 160
erase factory-default. ... ... i 2870
erase proxy-autoconfig-file ........ ... ..o i 2279
€rase Startup-Config . ....ovrnin i e e 161
erase web-auth-https-file ........ ..o 2280
=T o 1Y - Vel 2695
ethernet cfm domain-name. ... ... ..o 363
ETNeINEt CEM M ottt i i e e e e 366
EXEC-TIMEOUL . ..ottt e e e 200
Xt e e e 120
exit-address-family ........ .o e 1354
fail-CcoUNt. ..o e 3374
fiber-monitoring action. ... e e 334
fiber-monitoring baseline. ... 336
fiber-monitoringenable ....... ... 338
fiber-monitoringinterval...........coiiii i 339
fiber-monitoring sensitivity ........ ..o i 340
fiINAdME tgger . .ot e e e 276
fiINdme .. 274
fingerprint (Ca-trustpoint). . .....vi i e e 2465
flowcontrol (SWItCh Port).......oiiii i e 547
flowcontrol hardware (asyn/console)..........c.cooiiiiiiiiiiiinenan... 202
fullupdate (RIP) ..o e e e e e 1001
98032 erP-INStANCE . oottt e e e e e 2696
g8032 forced-switch erp-instance...........coiiiii i, 2698
g8032 manual-switch erp-instance............c.ccoiii i, 2700
g8032 physical-ring. .......coiviiiii i e e 2701
98032 Profile . ... e 2703
Lo oI o X (=Te [T 014 ) I 2361
o (0T | o AR 2434
GVIP (INTEIfACE) ..ottt e e et 819
gvrp dynamic-vlan-creation. ..........cooiviiiii it e 820
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gvrpenable(global) ... e 821

GVIP registration. . ..ottt e e e 822
0 1Y o TR [0 T=] PP 823
help radius-attribute. ... ..o e 2362
help radius-attribute. ... ..o i 2436
V=] 1o 121
hOSt(DHCP) .. e e e 3000
NOSt Ara . ettt e 1110
OStNAME . 277
http log webapi-requests ..ot 126
P PO e e e 127
Y80 BTl T o o 128
http-enable ... .o e 2871
identity (@mf-provision). ...... ..o e 2873
instance priority (MSTP). ... vi i e e e e 680
instance vIan (MSTP) . .. ... e e 682
interface (toconfigure) ..ot e e 502
P (IP-NOST-groUP). . .o vttt e e e e e 1946
IP (PING-POIING) . vt e e e e e e e 3375
ip address (IP Addressingand Protocol) ............cooiiiiiiiiiiiiii, 848
ipaddressdnCp ...ooviii e 3001
ipas-path access-list.......cooiiiiiii i i e e e 1355
ip community-listexpanded ... e 1359
ip community-liststandard .......... ..o e 1361
ipcommunity-list. .. ... 1357
ipdhcpbootpignore... ..o e 3003
ipdhcpleasequeryenable . ... 3004
P ANCP OPtION. ..ttt e e e e e e 3005
IPANCP POOL. . e e e 3007
ip dhcp snooping agent-option allow-untrusted......................... 2503
ip dhcp snooping agent-option circuit-id vlantriplet..................... 2504
ip dhcp snooping agent-option remote-id...........cooiiiiiiiiiiiin, 2505
ip dhcp snooping agent-option . .....vviv i 2502
ip dhcp snooping binding ... 2506
ip dhcp snooping database ..ot e 2507
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ip dhcp snooping delete-by-client ..........coiiiiiiiii i 2508

ip dhcp snooping delete-by-linkdown. ...l 2509
ip dhcp snooping max-bindings ... 2510
ip dhcp snooping subscriber-id ... 2511
[ToXe | alel o 3T g Vo Yo o)1 Ve 4 (U 11 P 2512
ip dhcp snooping verify mac-address. .........coviiiiii i 2513
ip dhcp snooping violation. . ......covu i e 2514
P ANCP SNOOPING. .ottt e e e e e e e 2500
ip dhcp-client default-route distance..............cooiiiiiiiii e, 3008
ip dhcp-client request vendor-identifying-specific ....................... 3010
ip dhcp-client vendor-identifying-class............c.coiviiiiiiin... 3011
ip dhcp-relay agent-option checking ..o, 3014
ip dhcp-relay agent-option checking ... 3077
ip dhcp-relay agent-option remote-id ........cocoiiiiiiiiiiiiii 3015
ip dhcp-relay agent-option remote-id .......cociiiiiiiii i 3078
ip dhcp-relay agent-option subscriber-id-auto-mac...................... 3076
ip dhcp-relay agent-option .........ooiiiiiniiii i 3012
ip dhcp-relay agent-option ... ..ot e 3074
ip dhcp-relay informationpolicy ........coveiiiii 3016
ip dhcp-relay information policy ...t 3079
ip dhcp-relay maxhops .....o.viinii i 3018
ipdhcp-relay maxhops ..ot 3081
ip dhcp-relay max-message-length. ..., 3019
ip dhcp-relay max-message-length. ..., 3082
ip dhcp-relay server-address . .....o.ovinininnii 3021
ip dhcp-relay server-address .......oovin i 3084
ip dhcp-relay use-client-side-address. ........oovviiiii it 3023
ip directed-broadcast.......c.oiiii i e e 850
ipdnsforwardingcache ... e 904
ip dns forwarding dead-time. ...ttt 905
ipdnsforwarding retry .......coiiiii i e 906
ip dns forwarding source-interface ... i 907
ipdnsforwarding timeout ..........ooiiiiiiiii i e 908
ipdnsforwarding. ........ouiriiiii e 903
P domain-list. . ... e e 909
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IPdomMaiN-looKUP .. .vi e e e 910

P dOMaiN-NAME. ... e e e e e e e 912
ip extcommunity-listexpanded ....... ... 1363
ip extcommunity-liststandard ............. i 1365
Pforwarding......cooiiii i e e 852
ip forward-protocoludp ..ot 853
ip gratuitous-arp-link . ... ... 855
iphelper-address. ..o e e 857
ipicmp error-interval . ...t e 860
[Tl le 00T o T Talal=T13 e | {0 U1 o J A0 PP 1625
ipigmp flood specific-query ..o 1628
IPIgMP flood-group .. ..ot e e e 1626
ipigmpimmediate-leave ... 1629
ip igmp last-member-query-count ..ot 1630
ip igmp last-member-query-interval...........ccoiii it i 1631
P IgMP Mt o e e e 1632
P IgMP MaXiMUM-GIOUPS .. v et ettt ettt et eaeeneeeaeennneennneenn 1633
P IgMP MIOULE-PIOXY e e ettt ettt et et e e eaeeeeaeeaeeanennens 1635
1P IgMP PrOXY-SEIVICE .« vttt ettt ettt e e e e eeeeneennennenneans 1636
ipigmp querier-timeout . ......ouitiit i it e 1637
ipigmp query-holdtime ........ .. 1638
ipigmp query-interval ..ot e 1640
ip igmp query-max-response-time ........evtiitinrerieeneennennennnens 1642
P IgMP ra-OPtION. ¢ ot e e et e e 1644
ip igmp robustness-variable ......... ... i 1645
ipigmp snooping fast-leave. ..o 1647
P IgMP SNOOPING MIOUTEN . ..ttt ettt e i i e i i enennens 1648
P IgMP SNOOPING QUETIET . .\ e ettt ettt i e e e 1649
ip igMpP SNOOPING rePOrt-SUPPIESSION ..ttt t et teii e e enneenns 1650
ip igMmp sNOOPING roUtErMOde ... .ovui it ie e 1651
ip igmp sNOOPING SOUrCe-tIMEOUL. ....vvttri i ii i niennens 1653
ip igmp snooping tcn query solicit ...... ... 1654
P IgMP SNOOPING. . ettt ettt ettt et ai e aneeeans 1646
ip igmp source-address-check ...l 1656
(1o 3R Lo T 010T o 353 2 0 PSR PP 1657
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ipigmp ssm-mapenable. ... e 1658

P IgMP SSM-MaAP StAtiC . ..ottt et e e 1659
ip igmp startup-qQUEery-CoUNt . . ..ottt e i aenens 1663
ip igmp startup-query-interval ......... ... i 1664
P IgMP STAtiC-GrOUP . vttt e et e et 1661
P IgMP TrUSTEd . . oot e e e 1665
[To 3N Lo 00T o IRV /=1 6] o o A PP 1666
12X T 2 1 o TS0 P 1624
ipirdp address preference .........oiiii it e 861
ipirdpbroadcast ........ccoiiiiiiiii 862
ipirdpholdtime ... ... 863
P irdp lifetime. ..o e e e 864
ipirdp maxadvertinterval ...t e 865
ipirdp minadvertinterval ............. 867
P IrdP MUILICASt . .ot e e e e e 869
P Irdp PreferenCe ..o e e s 870
031 e 1o S 859
ip limited-local-proxXy-arp .......couiin i e 871
P 1OCal-PrOXY-arD. vt e e e e 872
108 a1 {010 | = PP 1726
ip multicast allow-register-fragments. ...t 1728
ip multicast allow-register-fragments. ..........coovviii i, 1770
ip multicast forward-first-packet ...........ccoiiiiiiii i 1729
P MUIICAST FOULE. .ot e e et e e 1730
ip multicast route-limit. ... 1732
ip multicast wrong-vif-suppression. ..........c.coviiiiiei i, 1733
P MUILICAST-TOULING .ottt e e e e i 1734
ip name-server preferred-order ...... ..o e 915
[Tl g T 1 =i =] oY= PPt 913
ipospfauthentication ....... ..ot 1111
ip ospf authentication-key ... 1112
P OSSP COST. ottt e e 1113
ipospfdatabase-filter. ... e 1114
ipospfdead-interval. ... 1115
ipospfdisableall ... e 1116
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ipospfhello-interval. ... e e 1117

ip ospf message-digest-Key .......cooiiiiiiiiiiii i 1118
P OSSP MU . Lot e e e e e e 1120
P OSPf MEU-IgNOre. ...t e e e e 1121
P OSPF NEIWOIK. ..ot e e e e 1122
1P OSPf PHOTITY . . o ettt e e e e 1123
P OSPf resyNC-tiMeEOUL. . ... .ottt 1124
ip ospf retransmit-interval ..........o i e 1125
ipospftransmit-delay. ... ... ..o 1126
ip pim accept-register list.........coouviniiiinii it 1771
[To3 o110 0 1= 1) er= 1 ol o S0 PP 1772
ippiMmbsr-border. ... .o e e 1773
ippimbsr-candidate. . ......oooiiiii e e 1774
ip pim cisco-register-checksum group-list ............... ..ot 1776
ip pim cisco-register-checksum .........c.oiii ittt i 1775
iP PIM CrP-CiSCO-PrefiX . ..o e 1777
ip piMm dense-mode PassiVe . ....o.ivt ittt 1894
ip pim dense-mode wrong-vif-suppression..............oviiiiiiiiin... 1895
P PIMdeNse-MOde. ... ..ot i e e et i 1893
IP PIM Ar-Priority . ..ottt 1778
ippimexclude-genid ... e e 1779
ip pim ext-srcs-directly-connected ...l 1780
ip pim ext-srcs-directly-connected ..ot 1896
ip pim hello-holdtime (PIM-DM). ......oii e 1897
ip pim hello-holdtime (PIM-SM) .. ... 1781
ip pim hello-interval (PIM-DM) ... .ottt 1898
ip pim hello-interval (PIM-SM). ...t eaens 1782
ip piM ignore-rp-set-priority ......ooueeiiiii e 1783
P PIM JP-TIMEr . e e e e e e 1784
ip piMm max-graft-retries. ... ..ot e 1899
ip pim neighbor-filter (PIM-DM) ..... ..ot 1901
ip pim neighbor-filter (PIM-SM) . ... ..ot e 1785
ip pim propagation-delay. ... 1902
ip pim register-rate-limit..........ooii i 1786
ip pim register-rp-reachability............ccooiii i 1787
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P PIM FEgiSTer-SOUICE ..ttt ittt e e i e i e e eannenns 1788

iP PIM register-SUPPresSiON ... ...ttt ee i i e eaens 1789
P PIM IP-address . .o v ettt e e e e 1790
ippimrp-candidate. ........oviii i e e 1792
ippim rp-register-kat . ... e 1794
ip pim sparse-mode join-prune-batching................ ... ol 1796
ip PIM SParse-MOAE PASSIVE. oottt ettt e e e ee i neeenans 1797
ip pim sparse-mode wrong-vif-suppression. ..........coeviiveiiineinennn. 1798
P PIM SPArSE-MOAE ...\ttt et ettt 1795
ip pim spt-threshold group-list...........cooiiii i 1800
ip pim spt-threshold ... ... e 1799
128 o 1 01837 o S P 1801
ip pim state-refresh origination-interval ................... ... ol 1903
P Prefix-list. . ..o 1003
P Prefix-list. ..o 1367
P PrEfiX-liSt. . et e e e 2012
1038 o] 14 Va1 g o 873
ip radius source-interface ... i 2364
1031 =T 1T ot {3 P 874
ip rip authentication key-chain..............cooiiii i 1005
ip rip authenticationmode. ... 1007
ip rip authentication string. ........coviiv i i 1010
P HP rECRIVE VEISION. .ottt ettt ettt e e aenaenneaneans 1013
P ripreceive-Packet .. ..ot e e e e 1012
ip rip send version T-compatible ..............o i 1017
P HIP SENA VEISION Lottt e et et 1015
ipripsend-packet ... ..ot e e 1014
P rip split-horizon . ... e 1019
1o T8 o 161 (< PP 973
ipsource binding......ooouiiiiiii e 2515
P SUMMaArY-address P . ...ttt et 1002
ip tacacs source-interface .....oovvr it e 2482
IPLCp SyNack-retries .. ....ouie i 875
ip tftp source-interface. ... ..o e 162
ipunreachables ... ... e 876
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IPVO (IPVO-NOST-grOUP) . v vt vttt ettt et i i eieenas 2027

ipv6 access-list (named IPv6 hardware ACL) .............ccvviiiiiinan... 2029
ipv6 access-list extended (named)........cooviiiiiiii i 2052
ipv6 access-listextended Proto .........coviiii i 2056
ipv6 access-list standard (named) ... 2064
ipv6 address (DHCPVOPD) .....uieiii i ee e 3086
ipv6 address autoconfig ... ..ot e 929
IPVO address dNCp . .ov v e e e 3088
IPVO address SUFfiX . . ..oouu e i e e e e 931
PV @dArESS. .ottt t et e 927
ipvodhcpclient pd ..o e 3090
IPVO AhCP OPtiON .ottt e e e e e e 3092
IPVO ANCP POOL ..o e e e 3094
10X VL6 X e | el o =Y =T 4= PP 3096
PVO ENable. ..o e e 932
ipv6 euibd-linklocal . ... e 934
IPVO forwarding . .....oiiii i e 935
ipvbicmp error-interval. ... ... e 936
IPVO 10Cal POOL. .. it e e 3097
IPVO MId ACCESS-grOUP . oottt ettt ie et e e et e eieananans 1688
ipv6 mld immediate-leave ..........ooiiiiiiii e e 1689
ipv6 mld last-member-query-count ..........c.cviiiiiiiii i 1690
ipv6 mld last-member-query-interval. ..ottt 1691
PVO MID limMit. ..o e e 1692
ipv6 mld querier-timeout ........coiiii i e e e 1694
ipvé mld query-interval ... ... 1695
ipv6 mld query-max-response-time ... ..o.vivr i i i i neananens 1696
ipv6 mld robustness-variable ......... ... 1697
ipv6 mld snooping fast-leave ... 1700
iPV6 MId SNOOPING MIOUTEY .. .ottt et ie e 1701
iIPV6 MId SNOOPING QUEKIET . ..ttt ettt et e i e eanens 1703
ipv6 mld sNooPINg repPort-SUPPIESSION .. .v vttt i e i ieeieananans 1704
IPVO MIA SMOOPING. . v e ettt e et ettt 1698
ipvé mld ssm-map enable. ... 1706
iPV6 MId SSM-Map StatiC . ... vet e i e 1707
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IPVO MId STatic-groUP . .ot e e e e e 1708

103776 181 Ue V7= o T o 1710
PVE MId. .. e 1687
PVO MIOUTE . .ottt ettt et e e e e i e e eaneenns 1735
ipv6 multicast forward-slow-path-packet...................ocooiiiiil. 1722
ipv6 multicast forward-slow-path-packet................ccooiiiiiiii, 937
PV MUIICASt rOUtE ... i e e e et eeaeas 1737
ipv6 multicast route-limit ....... ..o 1740
IPVO MUILICaSt-rOUtING . ... e it e e 1741
ipv6 nd accept-ra-default-routes ...t 938
iPV6 Nd accept-ra-Pinfo. ..ot 939
ipv6 nd current-hoplimit.........ooiiiiii i e 940
ipvo nddnssearch-list ... e 941
PVO NA ANS-SEIVEI . .ttt e et ettt et ee e 942
ipv6 nd managed-config-flag ... 944
ipv6 nd minimum-ra-interval. ... e 945
ipv6 nd other-config-flag ... 946
ipv6 Nd Prefix (DHCPVO). . ...cvit et ieeeaens 3099
PV N PrefiX. . ottt i e e e e e 947
PVONA raguard . ... e e e 951
ipvo ndra-interval ... e e 949
PV Nd ra-lifetime . ... e 950
ipve ndreachable-time ...t 953
ipv6 Nd retransmission-time .........coiii ittt 954
ipv6 nd route-information ......... ..ot e 955
iPV6 Nd router-preference. ... ..o e e 956
[T o3V 4T I U o o) ¢ =113 - P 957
PVO NEIGNDOT .. e e 958
IPV6 OPPOrtUNIStiC-Nd. . ..ot e e 959
ipv6 ospf authentication SPi......c.viiii i 1217
PV OSPT COST Lttt i i e e e et 1219
ipvb ospfdead-interval ... e 1220
ipv6 ospf display route single-line.............oooiiiii i 1221
iPV6 Ospf encryption SPi €SP « vttt e 1222
ipv6 ospf hello-interval ... 1225
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ipv6 ospf neighbor ... e e 1226

IPV6 OSpf NEtWOrK ..o\ e 1228
IPVG OSPf PriOritY ..ot e 1229
ipv6 ospf retransmit-interval ... 1230
ipv6 ospf transmit-delay ........ ..o 1231
IPV6 PiM acCept-register .. .cveiit it i i 1830
103V o1 g T 1)V et- 11 i o T PP 1831
PV pim bsr-border ... ... e e 1832
ipv6 pim bsr-candidate ... e 1833
ipv6 pim cisco-register-checksum group-list....................... .ot 1835
ipv6 pim cisco-register-checksum ..........cooviiiiiiii it 1834
IPV6 PIiM Crp-CisCo-PrefiX. ....oovvv i e e 1836
IPVO PIM dr-priority . ..ottt e 1837
ipv6 pim exclude-genid. ... 1838
ipv6 pim ext-srcs-directly-connected . .......ooiiiii i 1839
ipv6 pim hello-holdtime ... e 1840
ipv6 pim hello-interval. ... e 1841
iPV6 PiM ignore-rp-Set-Priority . .....vueeetei i iieen e 1842
PVO PIM JP-TIMer .ot i e e e e et e e 1843
ipv6 pim neighbor-filter. ... e 1844
ipv6 pim register-rate-limit. ........ ... i 1845
ipv6 pim register-rp-reachability ............cooiiiii i 1846
PV PIM rEQISTEI-SOUICE ..ttt ettt et e ettt ieeeeneennenneannens 1847
IPV6 Pim register-SUPPresSiON. . ..vv ettt e i e e eaneens 1848
ipvb pimrpembedded ...... ... e 1853
IPVO PIM rP-address . ..ottt e e e e 1849
ipv6 pim rp-candidate ...t e e 1851
iPV6 pim rp-register-kat. ........oooiiiiiii i e 1854
iPV6 Pim Sparse-Mode PaSSIVE ... .vuriir it i it ci i, 1856
IPVO PIM SParse-MOAE . ..ttt e et 1855
ipv6 pim spt-threshold group-list .........cooiiii it 1858
ipv6 pim spt-threshold. ... e 1857
PVO P S M Lttt ettt ettt e e e e e 1859
IPV6 PiM UNICast-bsm . . ....o e e 1860
IPVE Prefix-list . ... e e e e 1053
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VO PrefiX-list . ..ot i e e e e e e e 1369

VO PrefiX-list . ..ot e e e e e e 2068
IPV6 rip Metric-0ffset . ...t e 1055
IPVO rip SPlit-horizon. .. ..o e e 1057
102V J (01U = 960
1027 X (01U = 975
IPVO FOULEN OSPf @A, . oottt it ittt ittt e et i it ie e eneenas 1232
[[o)Y S Y (01U (=1 g 1o T PP 1058
ipv6 tftp source-interface .......oooiii i e 163
ipvb traffic-filter ... ... e 2031
ipve unreachables . ...... ... e 9261
Key Chain. ... 1021
Y ettt e 1020
KBY-STIING .ottt e e e 1022
lacp global-passive-modeenable ...t 767
[aCP POIt-PriOKItY ..ottt et 768
[aCP SYStEM-PrIOFItY. ..o\ttt e e 769
=Y o 3 d 10/ 11 | 770
JBaS ettt e 3025
1eNGth (@SYN) .ottt e 204
length (ping-polldata).........cooviiiii e 3376
level (g8032-SWiItCh) .. ..ottt e e e 2704
license redistribute ...... ... .o e 244
licenseupdatefile .. ..o e e 245
licenseupdate onling. ...t e e 246
NS ettt e 233
license-cert (@amf-provision) . ........oovriiii it 2875
BN, e e 205
NK-address . ... 3101
iNKflap AaCtioN . ..ot e 549
ldp faststart-CoUNt .. ...ttt e ittt i eeeeenes 3191
lldp holdtime-multiplier ... e 3192
lldp management-address..........ooviiiiiiiiii i 3193
lldp med-notifications .........ccovriiii i e 3194
lldp med-tlv-select. ... e 3195
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lldp non-strict-med-tlv-order-check ...t 3198

lldp notification-interval ........... ... i 3199
ldp NOtIfICAtIONS .. v vttt i e e et 3200
ldp POrt-NUMbDEr-tYPE. ..ttt e e et e i 3201
] o o3 a1 P 3202
D TUN L e e 3203
] o o 32 4 [y V=T AP 3204
AP thv-SEleCt. . o et e e e e e e 3205
ldp transmMit reCEIVE . ..ot e et 3207
ldptx-delay.......coouinire i e e e 3208
[0t B o]0 )14 V2 T o J P 878
locate (@Mf-provision) ........vii i e 2877
location civic-location configuration ............ ... ... i, 3209
location civic-location identifier.............c.coiiii i 3213
location civic-location-id........ ..o i 3214
location coord-location configuration...............coiiiii i, 3215
location coord-location identifier ... 3217
location coord-location-id ........ ..ot 3218
location elin-location ... ...t 3220
location elin-location-id. ... ... i 3221
logbuffered (filter) ... e e 419
log buffered exclude. ... ..o 422
log buffered size........coiiiii e 425
logbuffered . ... e e e 418
logconsole (filter) .......oiiiiii i e e 427
logconsole exclude .......c.onuininiiiii i e e 430
[0 [ el o] g 1Yo ] =S P 426
logemail (filter). . .ooovie i e e et e e 434
logemail exclude. ..o e e e 437
logemail time . ... 440
log email ..o e e 433
10g EVENT-NOSt. ..ttt e e e e e e e 129
0g VENT-NOSt. ..ot e e e 2879
logexternal (filter) .......ovniiii e 444
logexternal exclude ... ...t e e e 447
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logexternal rotate. . ..o.vu it i e e 450

logexternal Size ......c.vuiuini i e 452
logexternal ... ..o e e 442
g facility ..o e e e 453
log host (filter). ..o e e e et 457
loghostexclude. ..o e 460
[0 T U0 F] A 0T U [ P 463
log host startup-delay ........ ..o 464
IOg oSt timeE ..o 466
Og NOST .o e 455
log monitor (filter) .. ..ot e 468
logmonitorexclude ... ..ot e e 471
log permanent (filter) ...t e e 475
logpermanentexclude ...... ..ot e 478
[Og PEIMANENT SIZE .« o\ttt ettt et et e e e 481
[0 I =] ¢/ T= T =T 0 | P 474
[Og trUSTPOINT. L ottt e e e e e e e 483
loginauthentication ..ottt i 2339
login-fallbackenable ... 2880
[0 1oL U1 122
log-rate-limit NSM ... e e 482
loop-protection action. ..ottt e e 551
loop-protection action-delay-time ..........ooviiiii i 552
loop-protection loop-detect ........oviriiiii i e 550
loop-protection timeoUL . ......oiit it et i e 553
mac address-tableacquire ... i 554
mac address-table ageing-time ...t 555
mac address-table logging. ... e 556
mac address-table static ........ ..o 557
mac address-table thrash-limit......... ... ... i i 558
mac address-table vcs-sync-mode. . ... oo 2573
Mail from. .. e 3250
mail smtpserver authentication ...t 3252
Ml SMTPSEIVEr POI. .ottt et e et ettt 3254
(00T 11 I 3 Y o 1T Y7 P 3251
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MAtCh ACCESS-grOUD .ttt ettt e et eeeenens 2084
match as-path. ... e 1371
Mmatch as-path ... ... e e 1577
Match COMMUNILY . ... e 1373
Match COMMUNILY . ... e e i 1579
MATCN COS .ottt 2086
MAtCh ASCP. t et e e e 2087
match eth-format protocol.............oi i 2088
MAtCh INNEI-COS ...ttt e 2091
matchinner-vlan ... ... 2092
matchinterface. ... ... 1581
Match P address ... e e e e 1582
Matchip NeXt-NoP. ... e 1584
MatCh iP-PreCcedenCe ... .c.o i e e e 2093
Match ipve address. ....ooviii i i e e e e 1586
Match PV NEXt-NOP ..ot e 1588
MaAtCh MAC Y P . ottt e e e e 2094
MAtCh METIIC . ..ot et 1589
MaAtCh OFigiN. ..o e e e 1590
MAtCh FOUTE- LY P . ottt ettt 1592
L30T | el T - Vo PR PP 1593
match tep-flags. ..o 2095
Match VIan ... 2096
max-concurrent-dd (IPv6 OSPF) . .....ooiiii e 1234
max-concurrent-dd. ... ... e 1127
MaX-fiD-TOULES. . . ..o e 279
MaX-fiD-TOULES. . . ... e 976
maximum-access-list (deleted). ... 2014
MAXIMUIM=AIA . . ettt ettt et ettt e e e e e eneaees 1128
MAXIMUM-PAtNS . o e e e 978
MAXIMUM =PI X, Lt e e e et et 1023
MaAX-PAtNS. . . e 1375
MaAX-StatiC-TOULES . ..ot e 280
MaAX-StatiC-TOULES . .« ottt e 977
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mep (FNG attributes) . ... e 368

07T oI Tt 1 Y PP 370
MEP CCM-IEM-PIHOFItY . oo e e e 372
MEP CroSSCNECK ..ot e e e e et e 374
0011 o) G101 =] o - = 518
KT . e 164
1001 E3e o 3 el o 1380 2097
MIS QOS ENADIE .. .o e e 2098
MIS OS MAP COS-QUEBUR. « vttt et ete e tete e e eee e eaeeaneenaneanannns 2099
mls gos map premark-dsCp .....oveeii i e e 2100
MOAEIYPE et e e 2881
MOVE dEbUG. ..ot e 166
003 165
0 0] 504
U Lt e e 505
MUIICAST . ot e 1742
Mvr receiver source-interface ....... ..ot 1743
00177 Y0 10 T o= 1745
LT T (=T | o] €07V IS P 2365
T L PP 2435
Neighbor (IPV6 RIPNG). . ..o e e 1059
NEIghbor (OSPF) . ..ot e e et 1129
NEIghbOr (RIP) ..ot e e e e et et 1024
neighboractivate. .. ...t e e e 1376
neighbor advertisement-interval...............ccoo it 1379
neighborallowas-in ... ... i 1382
neighbor as-origination-interval ..............c ittt 1385
neighbor attribute-unchanged. ...t 1387
neighbor capability graceful-restart ... 1390
neighbor capability orf prefix-list..........cocoiviiii i 1393
neighbor capability route-refresh ................cooi i 1396
neighbor collide-established..............ccoii i 1399
neighbor default-originate.............c.coii i 1402
neighbor description ... e 1405
neighbor disallow-infinite-holdtime................ ..ot 1408
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neighbor distribute-list ...t e 1410

neighbor dont-capability-negotiate..................cooiiiiiii L 1413
neighbor ebgp-multihop ... 1416
neighbor enforce-multihop ... 1419
neighborfilter-list ... ... 1422
neighborinterface. ... .. ..ot 1425
NEighbor 10Cal-as ... o. v i e e e 1426
neighbor maximum-prefix.........coiiiiiii i e 1429
neighbor next-hop-self ....... ..o 1432
neighbor override-capability..............coo i 1435
NEIGhDOr PaSSIVE .ttt e i et e e e 1437
NEighbor PassWord . ... ...t i e et 1440
neighbor peer-group (add a neighbor) ............. ..ol 1443
neighbor peer-group (Create a peer-group). ......cveveeveenevnenennenens 1445
NEIGNDOT POt L.t i e e e e 1446
neighbor prefix-list .......oooiiii i e e 1449
NEIghDOr reMOTE-aS .. .ottt e e ettt 1452
neighbor remove-private-AS (BGPonly) ..........oooiviiiiii i, 1455
neighbor restart-time. . ..o i e e 1457
NEIGhDOr FOUTtE-MaP ..ottt e e et eaeas 1460
neighbor route-reflector-client (BGPonly) ..............coooiiiiiiiia... 1464
neighbor route-server-client (BGPonly) ...l 1466
neighbor send-community. .....oovvin i i 1467
neighbor shutdown ... ... e 1471
neighbor soft-reconfigurationinbound. ................... ... ..l 1473
NEighbOr tIMErS .. .o e e e 1476
NEighbOr transParent-as . ...ovvt vttt it ci e 1479
neighbor transparent-nexthop...........cccoi it 1481
NEIghbOr UNSUPPIESS-MaD . .ottt ittt ie et e e eieieeeneanas 1483
neighbor update-source . ... ... 1486
neighbor version (BGPonly) .........ooiiiiiiiiiiii i 1490
neighborweight. ... ... i e e 1492
network (BGP and BGP4+) ... ..o 1495
NEtWOrk (DHCP) . ... e 3027
NEtWOIK (RIP) . .. e 1025
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TSR0 ) 4= 1 (=T T 1130

network synchronization..............oooiiiii i 1498
T2 g =] = 3028
no crypto pki certificate. ... ... ..o 2467
nodebugall......cooiiii e e 281
NO POLICE . et e e e e 2102
normal-interval. . ... ... e 3377
ntp authentication-key ......... ..o 3126
ntp broadcastdelay ....... ..o 3127
10 038 0 = 1] = PP 3128
] 0 038 o T=T < P 3129
NtP rate-limit. ... e 3131
1 31 =1« o 3132
10 0= = P 3134
10 0T o T | ol 3136
offset-list (IPVO RIPNG). .. ov i e e et 1060
Offset-list (RIP) . ..o e et 1026
openflow controller. ... 2542
openflowdatapath-id ... 2544
openflow failmode ...t e 2545
openflow INACLIVILY .. ..ot 2547
openflow native vlan ... e 2548
openflow ssl peercertificate ........ccoviiii i 2549
openflow ssl trustpoint ... ..o e 2550
OPEeNflOW VeISION . .. e e 2551
0PN  OW. Lt 2541
OPtIMIStiC-Nd . ..o e 879
OPtIMISTIC-Nd . o e e 962
OPLION (DHCPVE). ..ottt ettt ettt 3103
o) 011 o VA 3029
OSPf Ay P . ottt 1132
ospfrestart grace-period. ..ot e 1133
ospfrestart helper. .. .. ..o e 1134
OSPfroUter-id. ..o 1136
overflow database external ............oooiiiiiiiii i 1138
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overflowdatabase. ... ... 1137
passive-interface (IPV6 OSPF). . .....oiii it eieeenes 1235
passive-interface (IPV6RIPNG) ......oviiiii e 1061
passive-interface (OSPF) .. .ot e e 1139
passive-interface (RIP) ... ..ot e e i 1027
Physical-ring . ..o 2705
PING PV . ettt ettt et et e e e e 963
11T S PP 880
PING-POll . e e 3378
platform hwfilter-size........ ... 559
platform I3-vlan-hashing-algorithm ..................... ... cooiiall. 2281
platform I3-vlan-hashing-algorithm ................ .o i, 560
platform load-balancing ............oo i 561
platform load-balancing ... 772
platform mac-vlan-hashing-algorithm................... ... ... . ..., 2282
platform mac-vlan-hashing-algorithm.............. ... .. ..o, 563
platform multicast-ratelimit. ... 1746
platform multicast-ratelimit. ... 564
platform stop-unreg-mc-flooding ..............coi i 565
platform vlan-stacking-tpid ...l 567
platform vlan-stacking-tpid ... 609
070 =11 1 Y P 568
police single-rate action ........oiiiiiii i e e 2103
police twin-rate action..........coouiiiiii i e e 2105
POlICY-MaD . ettt e 2107
port-vlan-forwarding-priority ...........cooiiiiiiiii e 610
power-inline allow-legacy. .......co.v i it e e e 792
power-inline description. ... ..o i e e 793
power-inlineenable ...... ... e 795
POWET-INIINE MaAX. .ottt e e e e e 796
POWEN-INIINE PHOIITY . vttt e e e e et et e e eans 798
power-inline usage-threshold.............ccoo it 800
0T =T=] a oY o] o 19T o [ 2625
prefix-delegation pool . ... ... 3105
010 111/ PP 2627
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PHOMLY-QUEBUE . . ..ottt ettt e e i e eaeenns 2108

private-vlan association. ........ ... 615
private-vlan Ufo trap ...c.ov it 616
PriVate-VIan .o e e e 613
privilege level . ... 207
probeenable. ... ... e 3031
ProbE PACKETS . .ottt i 3032
Probe timEOUL. . ...t i e e e e e e e 3033
PrODE LY P ettt 3034
Profil@ NAME. ... e e e 2706
[T 0) 4 VA (- To o] )14 IS PP 2366
ProxXy €nable .. ... 2368
PrOXY PO, . ettt e e e e e 2340
2 167
radius dynamic-authorization-client..............cooiiiii it 2370
FAdiUS-SECUIE-PIOXY @@ « ottt et et tet e eeeeteneeieneeeneenaneenannanans 2341
radius-secure-proxy local-server...........cooi i 2438
radius-serverdeadtime ...... ... ... i 2371
radius-Server NOST . ... .o e 2372
FadiUS-SEIVEI KBY . ..ttt 2375
radius-serverlocal ... ... i 2439
FadiUS-SEIVET PrOXY-SEIVET ...\ttt ettt te e eee e aeeeeneneenennenennen 2376
radius-server retransmit. ... .....o.eenenenin e 2377
radius-server timeouUL. . . ....o. it 2379
=] T = 3035
rapS-Channel .. ... e e 2707
reboOt rolliNg. ..o e e 2574
(1] oo T PP 283
recv-buffer-size (IPV6 RIPNG) ... ..coiiiiii et 1062
recv-buffer-size (RIP).......ouiiii e 1028
redistribute (iNto BGP or BGP4+) .. ..ooiiii i 1499
redistribute (IPV6 OSPF). .. ... 1236
redistribute (IPVERIPNG) . ...t e e 1063
redistribute (OSPF) .. ... e 1140
redistribute (RIP). . ... ... e 1029
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FegiON (MSTP) Lo e e e et e et et 684

reload rolling .. ...o.oe i e 2575
Feload . . e e 284
FEMAIK NEW-COS ..\ttt ettt et et 2111
T80T 14 o= o 1 P 2109
remote-command (deleted)......... ..o 2576
FEMOTE-10giN .ot e e 2577
remote-mirror interface. ... ..ot e 520
<] o= | O 3332
restart bgp graceful BGPonly)...... ..o 1501
restartipvbospfgraceful....... ... 1238
restartospfgraceful ...... ..o e 1142
restartripgraceful. ... ...t e 1030
reVision (MSTP) ... e 685
rip restart grace-period ... ...o.vu it ii i i i s 1031
010 1 PP 168
FMON alarm. ... 3260
rmon collection history ...t e 3263
rmon collection Stats . ... ..ottt 3264
FMON EVENT. L ettt it 3265
route (IPVO RIPNG) ..ot e e e e e 1064
FOUte (RIP) . .ot e 1032
0] U1 1= 3036
(01U =T o= T o PP 1503
[0 0 L (= 0 0= o S P 1594
0T (=] gl oo | o TP 1502
oYU LT T 1T e | o T 881
FOULEN IPVO OSPf Lottt i et et ettt i 1239
(01U =TT o )Y/ I 1 o T PP 1065
router ipve virp (INterface) ... ...oovv it 2629
1< o 1Yo PSP 1143
(0T U ) = g o T PP 1033
router VIrp (INTerface) . . ..ot e e 2631
router-id (IPV6 OSPF). . . ..o 1240
FOUTEI-Id .ot 1144
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0] 1o )1 P 2709

rsakeypair (Ca-trustPOINT) . .....veuentr e 2468
rule attribute (radproXy) . ....oovvii i i e 2381
rule realm (radProXy) ..o v i e e ettt 2384
SAMIPIE-SIZE. . ottt e e 3379
ol 101 3333
security-password forced-change ...........coiiii i 209
security-password history. ... .. ..ot 208
security-password lifetime ... e 210
security-password minimum-categories. ... ..c..vuivriinennenennennn. 212
security-password minimum-length.............. ..o i, 213
security-password min-lifetime-enforce ......... ... ...l 211
security-password reject-expired-pwd. ... 214
SECUNity-PaSSWOrd WarNiNg .. ...vvu et ttet et eieeeienenenneneenenens 215
send-lifetime .. ... e 1034
SEIVEL (FAAPIOXY) + vttt ettt ettt et e et et e ieanenennanas 2388
server (FadpProXy=-groUpP). . ... vu e ettt tet et e et eieeneenens 2386
SErver (radSeCPIOXY=-28) . ..t vv vttt eeetent et e eateneneeeneeneneenes 2342
SEIVEN (SEIVEI GrOUP) . vt ettt ittt et neeeeatennenneeneensensenneennens 2391
SEIVEr AULN-POI ..ottt e e 2440
server deadtime (radproXy) . .....oveiviiiiinii e 2390
server enable. . ... . e 2441
server mutual-authentication ........... . .o i 2344
server NnamMe-check . ... e 2345
server timeout (FadProXY) . .. ..vu et 2393
SEIVEr TTUSTPOINT. .ttt i et e e e e e 2346
SErVICe adVanCed-VEY . ...ouviiit i i e e e e e 216
service atmf-application-proxy.........c.ooeviiii i 2882
servicedhep-relay . ... e 3037
service dnCp-relay . ...oovuei i e 3107
SEIVICE ANCP-SEIVEY . ittt e e ettt e 3038
Service dNCP-SNOOPING. . vttt ettt 2517
SBIVICE M. .ottt e e 130
SEIVICE MA-NAME L.\ttt ettt e et e e e e eeaens 376
=18V (/=3 o o T o o S 2708
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Service Password-enCryption. ...t i e e 217

SBIVICE PAM Lttt e e e e e e e 1904
=] Y/ o= o] 12 0 1802
SEIVICE PIMB. .ottt et ettt ettt e 1861
service power-inline . ... i e 801
SEIVICE SSh. .o e 3287
service statistics interfaces counter..........c..oveiii ittt 507
service telnet . . ..o e 218
service terminal-length (deleted).............ccoo i 219
SerViCe-POliCY INPUT. ..ot e e 2113
] A= Te T 1 £ F- | o] R P 1597
St AS-PATN .t e 1506
St AS-PAtN .o e e 1598
set atomic-aggregate. ... vttt e e 1599
setcomme-listdelete. ... ... oo 1600
SEt COMMUNILY .ot e e i e 1507
SEt COMMUNILY ..ot e e 1601
SEtaMPENING vttt e e 1603
SEt EXTCOMMUNITY ..ttt ettt et e e e i neneaneennans 1604
setip NeXt-hopP (PBR). ..ot e e e 2114
setip next-hop (route mMap) . ...c.vviii i e 1606
SetiPVO NEXt-NOP . ..o 1607
setlocal-preference. ... ..o vivriii i e 1608
£ 0 0 1= P 1609
St Mt Y P et e 1611
St OFIgIN . ottt e 1612
Set Originator-id . ..o e 1613
£ A =T P 1614
SEtWEIGNT . .o e e 1615
SHlOW @gENT. . et e 3395
sflow collectorid ... ..o e 3398
sflow collector max-datagram-size ...........cooviiiiiiiiiiiiiinnnnn. 3400
SFlOW COllECtOr. . .ot e 3397
sflowenable. ... o 3401
sflow max-header-size ........c.ooviiiiii i 3402
C613-50482-01 Rev A Command Reference for x510 Series 88

AlliedWare Plus™ Operating System - Version 5.5.1-1.x



sflow polling-interval ... i e 3404

sflow sampling-rate. ........oouiriiii e 3405
short-lease-threshold ... ... e 3039
show aaalocaluserlocked...... ... ..ot 220
show aaalocaluserlocked....... ..o 2348
ShOW @@@ SEIVEI GrOUD .« .t ittt et e e ene e 2349
SNOW @CCESS-gIOUP « o vttt vttt ettt et e et e 1968
show access-list (IPv4 Hardware ACLS). . ......ouinininiiiiiiiininaeen 1969
show access-list (IPv4 Software ACLS). . .....viiin it 2015
show acl-groupipaddress .......oouvniiiiiin i 1971
ShOW aCl-groUp ip PO« et e e e e 1972
show acl-group ipv6 address. ....oovv it e 2048
show application-proxy threat-protection..................coooiiiiin. 2883
show application-proxy whitelist advertised-address .................... 2885
show application-proxy whitelistinterface............................... 2886
show application-proxy whitelist server ............. ..., 2888
show application-proxy whitelist supplicant........................ooo. 2889
show arp securityinterface. ... 2520
show arp security statistics. . .....oovvriiin it i 2522
SHOW arP SECUNTY . .ttt e e et e et e e 2519
S OW I et e e e 882
Show atmf area gUESES . ....ovveie i e e et 2898
show atmf area guests-detail..............ccoiiiiii i 2900
show atmfareanodes ... ...t e 2902
show atmf area nodes-detail ... 2904
show atmfarea summary ..........oovuiiiii it ieieineeaneens 2906
show atmfarea. ... ..c.ouiiiinii 2895
show atmf authorization.......... ..o i 2907
show atmfbackuparea ... 2914
show atmfbackup guest..........ooiiiiiii 2916
Show atmf backUP . ..o e 2910
show atmf container. ... ... ..o 2918
showatmfdetail. ... ... 2921
show atmfgroupmembers ... 2925
ShOW atmf groUD ..o e 2923
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show atmfguestsdetail...........ooiiiiiii i e 2929

ShOW atmf QUESES. ...t e 2927
show atmflinksdetail........ ..o 2934
show atmf links guestdetail............ccoiiiiiiii i 2945
show atmflinks guest. ... 2943
show atmf links Statistics. . ........oovuiuniii e 2949
show atmf liNKs. . .....o i 2932
show atmfnodes ... ... 2952
show atmf provision Nodes .........cc.oiiiiiiiiiii i 2954
show atmfrecovery-file..........coi i e 2956
show atmf secure-mode auditlink ................c i 2960
show atmf secure-mode audit ....... ..o 2959
show atmf secure-mode certificates.............coooiiiiiiii i, 2961
show atmf secure-mode sa. ........ovuiriinin i 2964
show atmf secure-mode statistics .........cooovuiiiiiniiiiiinienn.n. 2967
show atmf secure-mode ...... ..ot 2957
show atmftech . .. ..o i e 2969
show atmf virtual-links. ... ... 2972
show atmf working-set ..........coiriii i e 2974
ShOW atmf. . 2891
show auth diagnostics . ..ot e 2285
show authinterface. ... .. ..ot e 2287
show auth sessionstatistics. .. .. ... veeuie e 2289
show auth statistics interface ... 2290
show auth supplicantinterface.............cooiiiiiii i 2294
show auth supplicant. ... e 2291
show auth two-step supplicantbrief ...t 2295
ShOW UL . . e 2283
show auth-web-serverpage ........ooviiiii ittt 2298
show auth-web-server....... ..o 2297
ShOW @UTODOOT . . e e 169
show banner external-manager..........cooviiiiiiii it 285
show bannerlogin. ... 3289
show bgp ipv6 (BGP4+only) .......oiiiii i 1509
show bgp ipv6 community (BGP4+only) ........cooviiiiiiiiiiiinninen.. 1510
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show bgp ipv6 community-list (BGP4+only)......... ...t 1512

show bgp ipv6 dampening (BGP4+only) .........covviiiiininnnn.. 1513
show bgp ipvé6 filter-list (BGP4+only) ...t 1514
show bgp ipv6 inconsistent-as (BGP4+only)...........cccvviviiiinninn.. 1515
show bgp ipv6 longer-prefixes (BGP4+only). ..ot 1516
show bgp ipv6 neighbors (BGP4+only) ..ot 1517
show bgp ipv6 paths (BGP4+only).......cccvviviiiii i, 1520
show bgp ipv6 prefix-list (BGP4+only) .......ccovviiiiiiiiiiiii .. 1521
show bgp ipv6 quote-regexp (BGP4+only)........c.ooiiiiiiiiiiinnin 1522
show bgp ipv6 regexp (BGP4+only). ... 1523
show bgp ipv6 route-map (BGP4+only) .......c.cvviviiiiiiiiininnnn., 1525
show bgp ipv6 summary (BGP4+only) ... 1526
show bgp memory maxallocation (BGPonly) .................c.oooit 1527
show bgp nexthop-tracking (BGPonly)............cooiiiiiiiiin .. 1528
show bgp nexthop-tree-details (BGPonly)..............coovviiiinnat. 1529
ShOW DOOT. .. e 170
SHOW ClasS-Map ..ottt e e 2116
ShOW ClOCK . . . e 286
show continuous-reboot-prevention...........c.oiiiii i i i, 288
show counterdhcp-client. ... e 3041
show counterdhcp-relay ..o 3042
show counterdhcp-relay ..ot 3108
show counter dhep-server ..ot 3045
show counteripv6 dhcp-client.........ccooiiiiiiiiii i, 3111
show counter ipv6 dNCp-Server ........ooviiiiiiiiii it i, 3113
ShOW COUNTEr l0g . . oot e e e 484
show countermail...... ..o 3256
show counter ping-poll..... ..o e 3381
SHOW COUNtEr SMMP-SEIVEL . ..\ttt ittt e e e e ieenenss 3147
show counterstack..........oooiuii i e 2578
ShOW CPU NISTOrY it e e e e e e et 292
] 01 1YV o o 11 A 289
show crypto key hostkey. ... ..o e 3290
show crypto key mypubkeyrsa.........ccooiiiiiiiii i 2469
show crypto key pubkey-chain knownhosts .......................... ... 3292
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show crypto key pubkey-chainuserkey.................coooiiiiiiiiat. 3293

show crypto key userkey....... ..o 3294
show crypto pki certificates .........ooovivii 2470
show crypto pkienrollmentuser.........c.ovviviiii i i, 2472
show crypto pki trustpoint. ..ot 2473
showdebuggingaaa .........ooiiiiiiii i 2350
show debugging arp security ........cvviii it 2524
show debuggingatmfpacket..........ccooiiiiiii i 2976
show debuggingatmf ... ... . i 2975
show debuggingbgp (BGPonly)..... ... 1530
show debugging dotTX . ... e 2159
show debugging epsr ..ot e 2670
show debugging g8032. ......oiiiiiii i 2711
show debugging gurp .. ..ot 825
show debugging igmp. ...t 1667
show debugging ip dhcpsnooping .........ooviiiiiiiiii i 2525
show debuggingipdnsforwarding ...............coiiiii i, 916
show debuggingippacket. ..o 883
show debuggingipve ospf. ...t 1241
show debugging ipv6 pim sparse-mode.............ccoiiiiiiiiiiinn.. 1862
show debugging ipverip .....cooviriii i e 1066
show debugging lacp. ... 774
show debugging lldp ..o e 3222
show debugging loopprot. ... i 569
showdebuggingmld. ... e 1711
show debugging mstp. . ....oiiiii i e 686
show debugging nsmmcast ........cooviiniiin i i 1747
show debugging ospf . ... 1145
show debugging pimdense-mode..............coiiiiiiiiiiiiiiii, 1905
show debugging pim sparse-mode ...........cooi it 1803
show debugging platform packet...........ccoiiiiiiiiiiiii 570
show debugging power-inline ... 802
show debugging private-vlan. ... i 617
show debuggingradius. ... 2394
show debugging rip ..o e 1036
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show debugging sflow ... e 3406

show debugging snmpP .. ..ot 3151
show debugging stack..........cooiiiiinii i e 2582
show debugging trigger......cooviiiiiii i e 3335
showdebuggingudld ... 748
show debugging vIrp. ... 2633
show debugging ..o e 295
show dheplease. . .ot e e e e 3047
show diagnostic channel-group. ...t 775
show dosinterface. .........ooiuiiiiii i 2017
Show dotTx diagnostics. .. ovvv vt e e 2163
show dotIxinterface ....... ..o 2165
show dotTx sessionstatistics .........vuvuvuiiiii it 2167
show dot1x statisticsinterface ...........cooviiiiiiiiiiinnnnn.n. 2168
show dot1x supplicantinterface ............coov i, 2171
show dotTx supplicant. . .....coviiiiii i i e 2169
SNOW Ot T X, ottt e 2160
show ecofriendly ... ..o e 296
show epsr <epsr-instance> COUNTEIS . .....o.iitii i iiieieeanns 2679
ShOW epsSr <ePSI-INSTaNCE> ...ttt ittt e e eneanns 2678
Show epsr COmMmMON SEgMENTS ... .tiriie it ie e i e eiaeenenns 2676
show epsrconfig-check.........ooviiii 2677
SHOW €SI COUNTEIS . . ettt e e ettt et ee e 2680
SHOW EPSI SUMMAIY .ttt e et e et e i e eiennanns 2681
SO B PST ettt e e 2671
show etherchanneldetail ..............co i 778
show etherchannel summary .........cooiiiiiiiii it eans 779
show etherchannel ....... .. 777
show ethernetcfmdetails ... 379
show ethernetcfmdomain ...... ..o 384
show ethernetcfmerrorlog.........ooiiiiiii i e 387
show ethernet cfm maintenance-points localmep........................ 389
show ethernet cfm maintenance-pointsremotemep ..................... 395
show ethernet cfm service ... 398
ShOW eXCePtiON 10g. .. v vt e e e e 485
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Show file systemS . ..o e 173

ShOW file .o 172
show flowcontrolinterface...........c.ooiiii i 571
show g8032 erp-instance statistics ........ooveviiiiiiniiiiiiinenens, 2717
Show g8032 erp-iNStanCe . ....vit it e 2712
show g8032 physical-ring..........coiiiiiiiii i 2719
Show g8032 Profile ..o e 2721
show gvrp configuration. ..o e 826
show gvrpmachine. ... ... i e 827
ShOW gVIp Statistics. ..o vttt e e e 828
SHOW GV IMEr . ot e e e e e e 829
SHOW NiStOrY. .t e e e e 123
SNOW NOSES . et 917
SHOW D .o e 131
show interface acCess-groUP . ....vv vt v ettt e e eieieeaanaens 1973
show interface brief. ... ... ... i 511
show interface err-disabled .......... ..o i 572
show interface mMemory. .. ...o.vui i e 298
show interface Memory. .. .....iri i i 512
show interface status ........ouiuiei i e 514
show interface switchport vlan translation................................ 618
show interface switchport ....... ..o i 573
ShOW INterface. . ..o e 508
ShOW P access-list. ... e 2020
Show ip bgp (BGP ONIY) ..ttt 1531
show ip bgp attribute-info (BGPonly) ..o 1532
show ip bgp cidr-only (BGPonly)........cooiiiiiniiiiii i, 1533
show ip bgp community (BGPonly) ... 1534
show ip bgp community-info (BGPonly)................cooiiiia. 1536
show ip bgp community-list (BGPonly)............coiiiiiiiiiina.. 1537
show ip bgp dampening (BGPonly) ........cooviiiii it 1538
show ip bgp filter-list BGPonly) ... 1540
show ip bgp inconsistent-as (BGPonly)...............cooiiiiiii i, 1541
show ip bgp longer-prefixes (BGPonly)............ccoiiiiiiiiiinian... 1542
show ip bgp neighbors (BGPonly) .........ccooviiiiiiiiiii it 1543
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show ip bgp neighbors connection-retrytime (BGPonly)................. 1546

show ip bgp neighbors hold-time (BGPonly) ...............ccovviia.... 1547
show ip bgp neighbors keepalive (BGPonly) ..............cooiviviinat. 1548
show ip bgp neighbors keepalive-interval (BGPonly) .................... 1549
show ip bgp neighbors notification (BGPonly)........................... 1550
show ip bgp neighbors open (BGPonly)..............cooiiiiiiiinat. 1551
show ip bgp neighbors rcvd-msgs (BGPonly)........ooovviiiiinin.. 1552
show ip bgp neighbors sent-msgs (BGPonly).............c.cooiiiiiin 1553
show ip bgp neighbors update (BGPonly)............c.coiiiiiiiiian 1554
show ip bgp paths (BGPonly) ..o, 1555
show ip bgp prefix-list (BGPonly) ..., 1556
show ip bgp quote-regexp (BGPonly)..........coviviiiiiiiiiii .. 1557
show ip bgp regexp (BGPonly)........cooiiiiiii i 1559
show ip bgp route-map (BGPonly) ... 1561
showipbgpscan (BGPONly) .......oiviiiiii it 1562
show ip bgp summary (BGPonly) ...t 1563
show ip community-list...... ... 1564
showipdhcpbinding. ... 3048
ShoW ip dhCP POOL. .. 3050
show ip dhcp server statistics .....oovv v it i 3056
show ip dhcp server summary .........ouiniiiii i 3058
show ip dhcpsnoopingacl........c.coiiiiiiiin i 2527
show ip dhcp snooping agent-option ........coviviiiiiiiiniiiinnnnen.. 2530
show ip dhcp snooping binding............cooo i 2532
show ip dhcp snoopinginterface. ..., 2534
show ip dhcp snooping statistics. ......ovveviv i 2536
Show ip dhCp SNOOPING . .o v i e e e 2526
showipdhep-relay ....... oo e 3055
showipdhep-relay ....... oo e 3115
show ip dns forwardingcache ...........coiiiiiiiiiiiii e 919
show ip dns forwarding server ..........oooiiiiiiiiiiie i, 920
showipdnsforwarding..........cooviiiiiiiiiii i i 918
showipdomain-list. ... e 921
showipdomain-name. ...... ..ot et 922
show ip extcommunity-list.........cooiiiiiiiii i 1565
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show ip flooding-nexthops ..o 884

showip forwarding.........oouiuiiiiii i e 885
ShOW P IgMP GrOUPS . vttt et e e ie e ine e 1668
showipigmpinterface ..o e 1670
ShOW i igMP ProXY GroUPS . .o vvvveet ettt et ie e eeie e 1673
ShOW P IgMP PrOXY. ¢ ettt e e e e 1672
show ip igmp sNOOPING MIOULEr . ... vvvie i 1675
show ip igmp snooping routermode ........cviiiiiiiiiii i, 1676
show ip igmp snooping source-timeout..............coiiiiiiiinin.... 1677
show ip igmp snooping statistics. . .......coovvtiiniii i, 1678
ShOW ipinterface . ...ov v e e e e 886
showipirdpinterface........coouiiiiiiii i i e e 888
SHOW P AP . et e e 887
SHOW P MIOULE. .ot e e e e e 1748
SHOW P MV, L 1751
SHOW P NAME- IV, . . ittt e et et ettt 923
show ip ospf border-routers. ..........ccoviiiii i, 1149
show ip ospf database asbr-summary ...l 1152
show ip ospf databaseexternal ..., 1153
show ip ospf databasenetwork ... 1155
show ip ospf database nssa-external ..................oiiiiiiiiiiL. 1156
show ip ospf database opaque-area..............ccoviiiiii ... 1158
show ip ospf database opaque-as.........cccvviiiiiiiii i, 1159
show ip ospf database opaque-link. ..., 1160
show ip ospfdatabaserouter ... 1161
show ip ospfdatabasesummary ... 1163
showipospfdatabase. ... e 1150
showipospfinterface ... 1166
showipospfneighbor............o i 1167
ShOW P OSPfroUte. ..o e e 1169
show ip ospfvirtual-links. ... 1170
SHOW P OSPf. ot e 1146
show ip pim dense-mode interfacedetail..............................L. 1908
show ip pim dense-modeinterface.............ccoiiiiiii .. 1906
show ip pimdense-modemroute ...........coiiiiiiiii i 1909
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show ip pim dense-mode neighbordetail ........................... ... 1911

show ip pim dense-mode neighbor ..., 1910
show ip pim dense-mode nexthop ..., 1912
show ip pim sparse-mode bsr-router.............cooviiiiiiiiiiinnnn.. 1804
show ip pim sparse-mode interfacedetail ......................oooinaL. 1807
show ip pim sparse-mode interface ..., 1805
show ip pim sparse-mode local-members ..., 1808
show ip pim sparse-mode mroutedetail..................ocoiiiiiiL, 1811
show ip pim sparse-mode mroute. .........c.oiiiiii i, 1809
show ip pim sparse-mode neighbor............. ... ... il 1813
show ip pim sparse-mode nexthop............coiiiiiiiiiiiiiiiia, 1814
show ip pim sparse-mode packet statistics ..............covviiiiinn... 1815
show ip pim sparse-mode rp mapping ......covviiiiriiiiieniiinennn.. 1817
show ip pim sparse-moderp-hash .......... ..., 1816
show ip prefix-list. . ..o 1037
show ip prefix-list. . ..o e 1566
show ip prefix-list. . ... 2021
show ip protocols bgp (BGPonly) .......cvuiiiiiiiiiii i 1568
Show ip Protocols OSpf. ... e 1171
ShOW ip ProtoColS Fip .o i et e e et 1038
showipripdatabase.........ooiiiiiiiii i 1040
show ipripinterface . .....c.vviiiiii i e e 1041
S OW P T ottt e e 1039
showiproutedatabase...........ccoiiiiii i e 982
SHOW P rOULE SUMMAIY . . ettt e e e eeeens 984
SHOW P rOULE. ..t i e e e e 979
SN OW P TPf et e 1752
SHOW P SOCKETS. .\ttt e e e e s et e e e 890
showipsourcebinding ... 2539
show iptraffic ... ..o e e 893
show ipv6 access-list (IPv6 Hardware ACLS) ..o vvvviniviiniiinennens, 2049
show ipv6 access-list (IPv6 Software ACLS)........ooviviviiiininnnnnn.. 2070
showipv6dhcpbinding ... 3117
showipvedhcpinterface ..ot 3120
Show ipv6 dNCP POOI ..o e 3122
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SHOW PV ANCP ot e e e e 3116

Show ipv6 forwarding. . ......c.vuiini e 965
ShOW iPVB INteIface. . ..ot e e et 966
ShOW iPVE MIf L e e 1756
ShOW iPVE MId gGroUPS ..o v ettt 1712
showipvb mldinterface .........co.vuii i 1713
show ipv6 mld snooping Mrouter........c..ovveviniiiiniiinniineenens. 1714
show ipv6 mld snooping statistics.........ccovviinii i, 1715
SHOW PVO MIOULE ..ot e ettt 1753
show ipv6 multicast forwarding..............coiiiiiiii i 1755
Show ipv6 Neighbors . ... i e 967
show ipv6 ospf database external ..............ccoiiiiii i, 1246
show ipv6 ospfdatabasegrace............coiiiiiii i 1247
show ipv6 ospf database inter-prefix ...t 1248
show ipv6 ospf databaseinter-router..............ccoii i i ... 1249
show ipv6 ospf database intra-prefix ...........ccooiiiiiiiiii it 1250
show ipv6 ospf databaselink................co i 1251
show ipv6 ospf databasenetwork. ..., 1252
show ipv6 ospf databaserouter............cooiiiiiiiii i, 1254
show ipvb ospfdatabase. ... 1244
show ipvb ospfinterface ..o 1259
show ipv6 ospfneighbor. ... 1261
ShOW iPV6 OSPF roUtE ..o\t e 1263
show ipv6 ospf virtual-links .............coo i 1265
SHOW IPVO OSPf .ot e 1242
show ipv6 pim sparse-mode bsr-router.............ccoiiiiiiiiiiin., 1863
show ipv6 pim sparse-mode interfacedetail.................ccovvvine... 1866
show ipv6 pim sparse-modeinterface.............cooiiiiiiiiiiiin., 1864
show ipv6 pim sparse-mode local-members...............ccovviiine.. 1867
show ipv6 pim sparse-mode mroutedetail .................... ... ... 1871
show ipv6 pim sparse-modemroute ...........oiiiiiiii i 1869
show ipv6 pim sparse-mode neighbor. ...l 1873
show ipv6 pim sparse-modenexthop ...............ocoiiiiiiiiiiaL. 1874
show ipv6 pim sparse-mode rp mapping........ooovvveiiiiniiienennen.. 1876
show ipv6 pim sparse-mode rp nexthop.........oviiiiiiiiiiiiinn.n, 1877
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show ipv6 pim sparse-moderp-hash ..o, 1875

Show ipv6 prefix-list . ..... oo e 1067
show ipv6 prefix-list ... oo 1567
show ipv6 prefix-list ..o 2072
ShOW ipV6 Protocols P . ..o e 1068
show ipvbripdatabase ... 1070
ShOW ipPVB rip iNterface. . ..o e e 1071
SN OW PV D ettt e e e e e e e e 1069
SHOW iPV6 roUte SUMMATIY ... ettt eee e, 970
ShOW ipV6 roUte SUMMAIY ...ttt ie et e e i i eneeenans 987
SHOW PV FOULE .« ottt e e ettt e 9268
SHOW VO FOULE ..ottt e et e ettt et i iaas 985
SHOW 1aCP SYS-id . ot 780
ShOW [aCP-COUNTEr. ...t e et 781
show license briefmember ........ ... i 239
show license brief .. ... ..o 237
show license external....... ..o 248
show license member. ... ... 241
ShOW liCeNSE. ... e 235
show lldpinterface .......ooviiii i e 3226
show lldplocal-info. ... 3228
show lldp neighborsdetail...........cooiiiiii it 3235
show lldp neighbors. . ... e 3233
show Ildp statisticsinterface ..o i 3241
Show Ildp Statistics ....oveir i e e e 3239
SHOW LA, o e e 3224
ShOW 10CatioNn . ...o. i e 3243
ShOW 10g CONFig oot e e e 488
show logexternal. ... ... e e 490
show log permanent. . ......vuvii i e 491
SNOW LOg L e e 486
ShoW l00p-protection. . ...o.v i e e e e 574
show mac address-table thrash-limit ............ ... ...l 578
showmacaddress-table ... 576
ShOW Mail . . e 3257
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show memory allocations. ........coouiiii i i 302

ShOw MemMOory history. ... ....vuii i e 304
ShOW MeMOrY POOIS . .ot e e e e e e e 306
showmemory shared. .........ooviiiiiii i et 307
SNOW MEMOIY . .ottt et e e 300
show mep-alarm status . .........coiiiiiiiii et 401
show mirrorinterface. .. ....o.vun oo e 523
SNOW MIITON . .ttt 522
show mls qos interface policer-counters..............cooviiiiiiinenn.... 2121
show mls qos interface queue-counters ............cooeviviiiinennnnnn.. 2122
show mls qos interface storm-status. ..........coveviiriiierenennenennen.. 2123
showmls qosinterface. ......ccouiiii i i e 2118
Show MIs OS MaPS COS-QUEUE . ...ttt ei et eieieiieieneanns 2124
show mls qos maps premark-dscp ........cooiiiiiiiii i, 2125
SHOW MIS OS. .ttt e e i 2117
S OW MV GrOUPS . ettt e et e ettt e 1759
S OW MIVT e e e e e e 1757
ShoW NtP asSOCIAtioNS ... ..ot e e e 3138
show ntp counters assoCiations ........c.ove i it iiiieie e 3141
SHOW NP COUNTEIS. .ot e e et e ee e 3140
SHOW NEP STAtUS ..ttt i e et e i 3142
show openflow config .......ooviiii e 2552
show openflow coverage ........covviiiiiii i 2554
show openflow flows ... e 2556
showopenflowrules. ... e 2559
show openflow ssl......coouiiiii i 2561
Show openflow Status . ...o.vviit it et 2562
Show PING-POIl ... e 3383
show platform classifier statistics utilization brief ........